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Executive Summary

At many of today’s popular websites there is some type of user login or registration that is performed before the user can access the site’s offerings.  After the user is logged in, they can access email accounts and other value added services.  Unfortunately people have developed software programs that exploit the lax security features for registration or login at many Internet sites.  These programs are designed to perform certain actions for the person that is running the bot, and in most cases the bots are designed to perform user login, registration, or extract information.

The eBay community has become very large in the past few years. To protect its legitimate users, eBay now actively tracks attackers attempting to break into users’ accounts. The attackers use automated programs called scripts or bots to try to guess a user’s password by trying a large number of passwords in a short amount of time. These attackers use hijacked accounts to bid on items and not pay for them, start auctions for items that don’t really exist, and generally create problems for eBay users and staff. To help combat these attackers, eBay has developed a method for blocking the malicious bots used to break into users’ accounts, but this solution only works about half of the time.

Currently the eBay login page is designed to be simple and quick, allowing the user access to change their account, place a bid, or auction an item after they’ve entered in their user-id and password.  Unfortunately the simpler it is for a user to access their account, the easier it becomes for people to try to break into it.  As of now, eBay has only implemented one security measure designed to help catch bots trying to “brute force” user accounts.  After a certain number of unsuccessful logins by a user, a four-digit distorted number is displayed in a random color.  To prove that they are indeed human and not a bot, the user is directed to type in the number shown into a field.
Given that the current efficiency for blocking bots is around 50%, our task at eBay was to reevaluate and improve what is in existence now to achieve a block rate of over 90%.  The final solution presented to eBay had to be able to withstand attacks from bots that use OCR (Optical Character Recognition). OCR is the process by which handwriting, images, or machine printed text is converted back into digital form so that it can be edited by a text or image program. A bot that uses OCR would be able to attempt to read the image presented for verification on the login page.

A three-step design process was followed to create our solution. After discussing the requirements with our project mentor, we created a new set of images to display to users on the login page. However, OCR could read this first set of images if the images were reduced in size. Our second solution was more robust than the first; however it was not as readable. The third and final solution was easier to read because of increased contrast in the image.

We believe that our objective has been achieved.  The fonts we have developed have successfully prevented OCR from recognizing the final composite images. In addition, we optimized eBay’s existing code so that our new images, though slightly more complex, take no longer to generate than those of the older, weaker solution.

Though our solution has only dealt with blocking malicious robots on the login page, eBay has similar problems throughout their site. A future project could build upon our results to help solve these problems. There are programs that exist that use eBay as a back end, parsing their web pages and using the data for various purposes. This technique is known as screen scraping. eBay does not allow this practice and the site currently has several measures in place to alert a system administrator if this screen scraping is happening. An automated system that prevents the screen scraping from happening without any human input would be highly desirable.

One application of our project that interests eBay is the use of these bot-blocking images on other pages of their site as their automated screen scraping blocker. If eBay were to use the bot-blocking code on all their pages the site could display our image and ask for verification before continuing to the desired page. This would stop most screen scraping programs completely. A future project continuing our work could research the feasibility of implementing our solution on other pages of the site.
