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Abstract

As em b edded systems are b ecoming ubiquitous, the need for lo w-

p o w er circuits is increasing. An approac h to reducing the complexit y

and p o w er consumption of c hips is to reuse comp onen ts that are al-

ready presen t on the c hip in alternativ e w a ys. Our design reuses the

Ph ysically Unclonable F unction, mostly used for authen tication, as a

T rue Random Num b er Generator. With this approac h, more secure

authen tication proto cols that use randomness can b e devised without

adding to o m uc h complexit y to the design.
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1 INTR ODUCTION

1 In tro duction

1.1 Problem Description

With the new adv ances in silicon pro duction tec hniques, computers are en ter-

ing ev ery single part of our liv es. Em b edded systems con tain c hips that are

so small that they can use the am bien t electromagnetic radiation to generate

their p o w er.

Ha ving so man y small computers bring their o wn problems. They ha v e

v ery strict requiremen ts, and since they do not ha v e that man y resources,

their use is really hard. The amoun t of resources that can b e allo cated for

them mak es them esp ecially prone to b eing activ ely hac k ed. Ev en on larger

c hips, space is alw a ys a premium.

F or instance, c hip space and p o w er consumption are big limitations on

the mo dern ultra-lo w-p o w er devices. Since cryptographical circuits are com-

putationally demanding, these smaller devices cannot use the bleeding-edge

proto cols.

1.2 Prop osed Solution

It is alw a ys necessary to minimize the c hip area and p o w er consumption of

em b edded systems. One approac h to increasing the e�ciency of the c hip is

to reuse some comp onen ts for sev eral purp oses. W e prop ose the use of the

PUF circuits as a random n um b er generator.

The PUF circuit uses the c hip's ph ysical c haracteristics to iden tify the

c hip. They are frequen tly used for implemen ting authen tication proto cols.

By using a feedbac k mec hanism, our design exploits metastabilit y in these

circuits to build a true hardw are random n um b er generator. Since w e are

only adding a small circuit to the main PUF, our solution do es not add a

signi�can t o v erhead in terms of p o w er and area consumption.
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1.3 Pro ject Goals 1 INTR ODUCTION

1.3 Pro ject Goals

The goal of this pro ject is to design, implemen t and test the use of the PUF

as a random n um b er generator. The circuit has �rst b een designed according

to some requiremen ts. The PUF circuit is implemen ted on a Xilinx X CVP30

FPGA protot yping b oard. Once the device is sho wn to op erate prop erly ,

w e built a feedbac k lo op around it to mak e it function as a random n um b er

generator. Once the implemen tation w as completed, the p erformance of the

RNG w as ev aluated using statistical tests.
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2 LITERA TURE REVIEW

2 Literature Review

2.1 Random Num b er Generation

Random n um b er generators (RNGs) are used in �elds as v aried as cryptog-

raph y to m usic. Although the restrictions on the randomness of the n um b ers

dep ends on the application, the RNGs can b e classi�ed in to t w o categories:

Pseudo-Random Num b er Generators (PRNGs) and T rue Random Num b er

Generators (TRNGs).

2.1.1 Pseudo-Random Num b er Generators (PRNG)

PRNGs use a deterministic algorithm to generate a sequence of n um b ers

from an initial v alue, called the se e d . Giv en the same seed, the PRNG will

alw a ys come up with the same sequence.

There are man y implemen tations of PRNG functions. While most are

more suited for b eing programmed in to a pro cessor, some others can b e easily

implemen ted on digital hardw are. One commom digital implemen tation of a

PRNG is the linear feedbac k shift register (LFSR) is widely used on c hips as

a PRNG. It is a shift register, where the bit that is shifted in with eac h state

is a linear com bination of the previous v alue (calculated b y X ORing sev eral

bits of the v alue). The register is initialized to a v alue, and once it is started,

it k eeps generating new n um b ers b y con tin uously shifting in new bits.

The most critical factor when implemen ting a PRNG sc heme is the source

of the seed. F or the system to w ork seamlessly lik e a real random n um b er

generator, the seed m ust b e really random. On computer systems, common

parameters suc h as date and time of the da y , net w ork activit y or mouse mo v e-

men ts can b e made in to a seed. This approac h w orks w ell for applications

that do not require m uc h securit y (e.g., mo v emen t of a c haracter in a game

or generation of m usic).

PRNGs can b e seeded from true-random n um b er generators on certain

o ccasions. These devices ar useful on systems where the TRNG w orks v ery
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2.2 Ph ysically Unclonable F unctions 2 LITERA TURE REVIEW

slo wly , and cannot generate a throughput necessary for the application. It is

only used initially to get a small initial v alue that is increased in length b y

the PRNG.

2.1.2 T rue Random Num b er Generators (TRNG)

T rue Random Num b er Generators (TRNGs) rely on a ph ysical source of

en trop y to generate the bitstream. The circuit measures the en trop y and

con v erts it to bits. The means through whic h this measuremen t is made

dep ends on the source of the randomness. An analog ampli�er is used when

thermal noise is used as the ph ysical source. When radiation is used as

a source, a Geiger coun ter can b e emplo y ed. Other examples of en trop y

sources include a v alanc he noise of a Zener dio de, atmospheric noise, jitter in

an oscillator ring or tra v eling photons.

2.2 Ph ysically Unclonable F unctions

Ph ysically Unclonable F unctions (PUF s) use the ph ysical prop erties of the

c hip on whic h the circuit is built to pro vide a secret. Using this approac h, a

secret k ey do es not ha v e to b e stored on memory inside the c hip [LLG

+
05 ].

The c hip virtually cannot b e duplicated; to do so, one w ould need to man-

ufacture a di�eren t c hip with the exact same c haracteristics as the original

one.

In addition to b eing unique, PUF s also pro vide tamp er resilience. If

an attac k er attempts to break the system b y c hanging or monitoring the

en vironmen tal conditions, the ph ysical parameters will c hange, rendering the

circuit un usuable.

The original PUF functions used optical patterns to pro vide the ran-

domness [Ra v01]. The v ersion that w e are using relies on the v ariations in

propagation dela ys in the wires and gates [GCvDD03 ]. More information on

this v ersion of the PUF is a v ailable in Section 4.
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2.3 Statistical T ests 2 LITERA TURE REVIEW

The most imp ortan t application of PUF s is in authen tication. Before the

system is deplo y ed, the b eha vior of the PUF is recorded in a database. Its

output when giv en a set of c hallenges is stored for future use. When the

c hip needs to b e authen ticated, a recorded c hallenge is sen t, and the giv en

resp onse is compared to the one stored in the database. If the t w o matc h,

the device is successfully authen ticated.

2.3 Statistical T ests

By analyzing a large dataset, it is p ossible to understand the distribution of

the n um b ers, and gauge whether they are suitable for use in real applications.

T w o of the most imp ortan t test suites are Diehard [Die] and NIST [NIS ]. F or

the purp ose of this pro ject, w e used the NIST suite.

NIST runs a series of tests on the giv en data. It slices the data in to a

n um b er of bitstreams, and p erforms the tests on eac h bitstream individually .

T w o v alues are giv en for the results: a p-value and a pr op ortion . The test

suites starts with the h yp othesis that the bitstream is random (called the n ull

h yp othesis). With eac h test that it p erforms, the soft w are tries to pro v e that

the n ull h yp othesis is correct. The p-v alue is the probabilit y that the n ull

h yp othesis is true for the sp eci�c test. The prop ortion v alue is the p ercen tage

of the bitstreams that passed the tests. When the p-v alue and prop ortion

v alues are higher than a calculated threshold, the test is lab eled as a pass,

whic h indicates that bitstream is random as far as the test go es.

As an example, the frequency test c hec ks the o ccurence of 0 and 1 in the

stream to see if they b eha v e lik e a real random n um b er, whic h is to sa y there

should b e the appro ximately the same n um b er of ones and zeros. The runs

test c hec ks if the con tin uous groups of ones and zeros (called a runs) b eha v e

lik e the output of an ideal TRNG.
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3 REQUIREMENTS

3 Requiremen ts

Before b eginning the design of this pro ject, w e need to establish the require-

men ts for our design.

� PUF Reusabilit y

The RNG design should use the PUF that is already presen t in the

c hip. The PUF will b e used for some other job, suc h as authen tication.

� Area E�ciency

The implemen tation is geared to w ards lo w-p o w er devices. It therefore

needs to o ccup y only a limited amoun t of area on the c hip. A t ypical

guideline is to limit the use of the the cryptographic circuitry to less

than 1000 gates.

� T amp er Resilience

The system needs to b e tamp er resilien t, and should therefore in v alidate

its output when its used. Using the PUF circuit as the source of the

randomization mak es sure that the circuit will indeed b e tamp er-pro of.

As explained in section ab o v e, p erforming an attac k on the circuit

mo di�es the circuit parameters..

� Lo w-p o w er

Keeping the p o w er consumption at a minim um go es hand in hand with

the lo w area e�ciency . Smaller devices suc h as Wireless RFID devices,

or wireless sensor net w orks do not ha v e m uc h a v ailable p o w er. The

circuit should w ork with minimal e�ort.
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4 DESIGN O VER VIEW

4 Design Ov erview

This section will summarize the design phase of the pro ject b y visiting eac h

step of the pro cess, starting from the PUF design.

4.1 Switc h Blo c k Chain

The switc h-based PUF circuit relies on switc hing blo c ks to forw ard the pulse

to the next step [GCvDD03 ]. The in terface to these blo c ks ha v e three inputs

and t w o outputs. The �rst t w o inputs accept the pulses coming from the

previous blo c k. The third input tak es in a one bit c hallenge. If the c hallenge

bit is a zero, then the pulses are sen t directly to the t w o outputs pins. If

the c hallenge bit is a one, then the inputs are alternated and rela y ed to the

outputs (input A go es to output B and vice v ersa). The c hallenge bit can

th us con trol the shap e of the path the t w o pulses tak e.

The switc hing blo c ks are implemen ted using m ultiplexers. T w o 2-to-1

m ultiplexers are placed in eac h blo c k, and are b oth connected to the same

SELECT signal (see Figure 2).

W e need to accoun t for the in ternal optimizations in order to resp ect the

c hain-lik e structure of the design. Before placing the VHDL co de on the

FPGA, the Xilinx en vironmen t attempts to optimize the structure. It tends

to fuse the man y blo c ks in to an equiv alen t structure that do es not ha v e

a c hain structure. Suc h optimizations m ust b e disabled. W e used VHDL

constrain ts to tell the optimizer to place eac h of these co des in to exactly one

CLB, and not to place an ything else in there. Although this approac h do es

Figure 1: Switc h c hain
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4.2 Arbiter and Metastabilit y 4 DESIGN O VER VIEW

Figure 2: Inside of a switc h blo c k

not mak e the b est use of the c hip space on the FPGA, it is necessary to

main tain the c haracteristics of the PUF circuit.

The PUFSwitch_Do wn and PUFSwitch_Up comp onen ts are t w o 2-to-1

m ultiplexers. They are k ept in their o wn en tit y �les in order to mak e sure

they are placed in slices of their o wn.

The con ten t of the CLB blo c ks are sho wn in the Figures b elo w. The

con ten t of the Lo ok-Up T able (LUT) is also sho wn, as captured from the

Xilinx FPGA Editor.

4.2 Arbiter and Metastabilit y

In order to measure whic h of the pulses arriv ed at the destination, w e will use

a �ip-lop as an arbiter. A �ip-�op con tained in the CLB blo c k is connected

to the last switc h blo c k as sho wn on Figure 3. One of the outputs of the

switc h blo c k is connected to the Clo c k (CLK) pin, and the other output to

13



4.2 Arbiter and Metastabilit y 4 DESIGN O VER VIEW

Figure 3: Last switc h blo c k and arbiter

Figure 4: Timing of D and CLK signals

the Data (D) pin.

This setup of the �ip-�op allo ws us to measure whic h of the t w o pulses

arriv ed at the end of the c hain �rst. If the clo c k signal reac hes the FF �rst

then a zero will b e sampled (b ecause the D signal is still zero), whic h will

mak e the output to b e a zero. On the other hand, if the D signal arriv es �rst,

then D will b e equal to one when the clo c k pulse arriv es, and the output will

b e one. As it can b e seen from this discussion, the output is exp ected to

b e one if pulse A arriv es there and zero if pulse B arriv es there. A timing

diagram of the arbiter is sho wn on Figure 4.

There is ho w ev er a third case that ma y a�ect of the circuit w orks. If the

t w o signals arriv e there almost at the same time, then the output will b e

unpredictable. The data input to a �ip-�op should b e held constan t for a

certain time called 'setup dela y' b efore the clo c k pulse o ccurs.

When the input do es c hange within the setup windo w, the �ip-�op en ters

14



4.3 F eedbac k Lo ops 4 DESIGN O VER VIEW

a metastable state. The output oscillates b et w een 0 and 1, and k eeps oscil-

lating un til it settles to one of them after an unde�ned amoun t of time. The

lik eliho o d for this state to p ersist decreases exp onen tially with time. The

longer the �ip-�op is in the metastable state the more lik ely it is to get out

of it.

This b eha vior is usually a v oided, as it ma y render a state mac hine to

b eha v e unexp ectedly . F or the purp ose of our random n um b er generator, w e

are in ten tionally lo oking for the set of c hallenges that will generate unpre-

dictable output bits. These c hallenges create t w o paths in the switc h c hain

that are so close to eac h other that the t w o pulses end up reac hing the arbiter

v ery close to eac h other, th us violating the setup time. Since the arbiter go es

in to the metastable state, the output starts oscillating and �nally settles to

a random v alue. The v alue that w e obtaini th us is random, and is used to

put the device in a feedbac k lo op.

4.3 F eedbac k Lo ops

Our most imp ortan t con tribution to the PUF design is to add a feedbac k

mec hanism around the switc h c hain. W e are feeding the sampled output

bac k in to a left-shift register whose parallel outputs are mapp ed to the c hal-

lenge pins of the switc h blo c ks (see Figure 5). As a result, ev ery time a bit is

sampled with the arbiter, a new c hallenge is obtained through the shift reg-

ister. If the new bit is not random, the next state can b e predicted from the

previous one and the circuit b eha v es exp ectedly . When the new bit comes

from the metastabilit y of the �ip-�op, the next state cannot b e predicted

from the previous one.

This setup allo ws the system to k eep lo oping while generating new bits.

With eac h random n um b er generated, the system will deviate from the t yp-

ical output of a pseudo-random n um b er generator. After a few lo ops, the

system en ters a state that is completely unrelated to the initial state. Af-

ter that p oin t, the circuit b eha v es lik e a random n um b er generator, and the
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4.4 State Mac hine 4 DESIGN O VER VIEW

Figure 5: F eedbac k lo op

subsequen t bits generated can b e used as part of a proto col.

4.4 State Mac hine

The PUF switc h c hain and arbiter are en tirely async hronous and do not

require a state mac hine or a clo c k signal to op erate. T o use the shift register

and to handle the serial comm unication with the computer, the circuit needs

some sequen tial logic. This state mac hine sends the pulses to initiate the

PUF's function, and collects the output of the �ip-�op. It shifts the bit in to

the register, and sends the result to the computer through serial p ort. This

sequence is rep eated ad in�nitum to k eep generating bits.

State mac hine's are written in VHDL, but they can b e more easily visu-

alized through diagrams. One of the most p opular w a ys of sho wing a state

diagram is through an �Algorithmic State Mac hine� (ASM) diagram. On the

graph, eac h state is describ ed b y a rectangular blo c k, and eac h decision b y an

o v al blo c k. The arro ws indicate the c hange in states, and the blo c ks con tain

the signals that are mo di�ed in that state. Although ASM diagrams mak e

the design easier to implemen t, they are not to o useful for comm unicating

the o v erall picture of the state mac hine. F or this purp ose, w e ha v e created a

state transition diagram, sho wn on app endix A.
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4.5 Serial P ort Comm unication 4 DESIGN O VER VIEW

4.5 Serial P ort Comm unication

Our prop osed design is geared for use in em b edded systems. The generated

bitstream can directly b e in terfaced through an on-c hip bus, and can b e made

a v ailable to the micro con troller. During the dev elopmen t, w e need to con trol

it from a computer in order to initiate eac h cycle of the n um b er generation,

but also to collect the output for later analysis.

W e ha v e decided to use the serial p ort for this comm unication. This c hoice

w as mostly dictated b y our dev elopmen t b oard, since serial comm unication is

the only one nativ ely supp orted (a parallel p ort extension w as also a v ailable).

The other adv an tage of this selection is the ease of use. W e managed to �nd

VHDL mo dules that w e could in tegrate in to our co de.

W e built the serial p ort connection using an UAR T mo dule found on [Op e ]

. The mo dule hides all the in ternal complexities of RS-232 comm unication,

and mak es it a v ailable through a simpler in terface. The clo c k runs at half

the sp eed of the built-in clo c k, 50 MHz. There are t w o registers for the

receiv e and the transmit bu�ers, and t w o con trol signals (transmit-ready

and receiv ed) for c hec king whether the bu�ers are ready for the next cycle.

4.6 PC In terface P erl Script

On the PC side, w e wrote a P erl script for comm unicating with the b oard.

The job of this script is to send a signal to the b oard to let it generate eac h

random n um b er, and return it to the computer. The dev elopmen t en viron-

men t w as a Windo ws XP mac hine, and w e therefore had to get Cygwin [Cyg ]

to run P erl prop erly .

The Win32::SerialP ort mo dule w as used for comm unicating with the

b oard. It supp orts a v ery in tuitiv e in terface. W e �rst con�gured the serial

p ort connection parameters suc h as connection sp eed and parit y bits. The

t w o functions read and write are used to receiv e and transmit P erl c haracters

strings o v er the connection.
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4.7 Placemen t and Routing 4 DESIGN O VER VIEW

4.7 Placemen t and Routing

F or the PUF circuit to w ork e�ectiv ely , the paths formed b y the switc h c hain

m ust ha v e ev en dela ys. The race condition w ould otherwise not b e p ossible;

one of the paths w ould alw a ys b e slo w er, in tro ducing a bias to the output. On

FPGAs, the design to ol is resp onsible for the placemen t, that is, for deciding

where to put the logic. Suc h decisions are usually made for e�ectiv ely using

the c hip area. Once the blo c ks ha v e b een placed, the in ternal connections

are connected during the syn thesis step kno wn as routing.

W e needed to man ually �ne-tune the placemen t and routing phases in

order to main tain ev en paths. The VHDL language has sev eral constraining

commands for selecting the precise lo cation where eac h blo c k will b e placed.

The blo c ks �rst need to b e group ed together using relativ e co ordinates suc h

as �blo c k A will b e lo cated ab o v e blo c k B.� The big group con taining the

m ultiplexer switc hes can then b e placed using absolute p ositioning. W e lined

up the blo c ks v ertically starting from the b ottom-left corner of the FPGA.

When the blo c ks w ere placed with ev en distances b et w een them, the

routing done b y the syn thesis to ol w as adequate and did not need an y t w eaks.

T o mak e sure that the t w o paths w ere of equal length, w e ran a simple

bias test whic h coun ts the n um b er of zeros and ones in a random bitstream.

If the paths are indeed equal, the n um b er of ones and zeros in a large set

of output data should b e equal. In the tests w e ha v e p erformed, w e ha v e

obtained v ery go o d bias results ( 49:82% and 50:18%), indicating that the

paths are not biased.

4.8 Sensitivit y

The design is v ery sensitiv e to the placemen t of the state mac hine circuitry .

When side circuit w as close, the outputs w e got w ere not as predictable.

Ho w ev er, when w e isolated the PUF from the rest of the circuit, w e got

b etter results when trying to mo del the b eha vior. W e can explain this b y the

18



4.9 P ost-Pro cessing b y X ORing 4 DESIGN O VER VIEW

fact that the pulses are easily in�uenced with surrounding circuitry . If there

are surrounding CLBs that are switc hing while the pulses are racing, the

cross talk can a�ect the paths. Making sure that there are no other usable

slices in the region reduces the error rate when the PUF is run b y itself. F or

the purp ose of the random n um b er generator, w e did not isolate the circuit

so that w e w ould get less predictable results.

4.9 P ost-Pro cessing b y X ORing

In order to further increase the result of the statistical tests that w e ran, w e

p erformed some p ost-pro cessing on the data. W e managed to impro v e the

results of the NIST tests dramatically b y using an X ORing circuit.

In the curren t sc heme, a stream of bits is generated b y the arbiter �ip-

�op. As explained in section 4.3, some of these bits can b e random while

others not. Ideally , w e w ould ha v e w an ted to someho w guess whic h ones are

random, and only send those to the output. Realistically , making suc h a

decision is impractical, but w e can ac hiev e the same e�ect b y using a digital

tric k.

X OR is a binary op eration that ev aluates to a '1' when the t w o input

bits are di�eren t, and '0' when they are the same. Our p ost-pro cessing

sc heme is built on X ORing bits this w a y b y groups of 8 bits. Out of this

group, it su�ces to ha v e one random bit to giv e a result that is also random.

Although this pro cess increases the randomness results, it also decreases the

throughput of the generator. It e�ectiv ely slo ws it do wn eigh tfold, since it

tak es eigh t times the time to generate one bit.

W e applied this metho d using a P erl script on the output �les. Imple-

men ting it on the circuit w ould not add to o m uc h o v erhead either. By ha ving

one X OR gate and one �ip-�op, the op eration can b e implemen ted serially .

Eac h time a new bit is generated, it is X ORed with the previous v alue of the

�ip-�op, and sim ultaneously sa v ed for the next cycle.
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Figure 6: Beginning of switc h c hain as a T ec hnology Sc hematic

5 Implemen tation/Results

W e ha v e implemen ted our design on a Xilinx Univ ersit y Program (XUP)

Virtex-I I Pro dev elopmen t system that has a X C2VP30 FPGA. This section

will presen t the implemen tation of the system, and pro vide statistical tests

for sho wing that the results are random.

5.1 R TL Diagrams

This section con tains screenshots from the Xilinx ISE to ol describing the

v arious parts of the design. The con�guration of the switc h c hain is sho wn

on Figure 6. The t w o initial �ip-�ops are used for sending the pulses, and

eac h Lo ok-Up T able (LUT) implemen ts half of the switc h blo c k. The outputs

of eac h blo c k is sen t to the next lev el.

The arbiter can b e observ ed on Figure 7. The en tire switc h c hain is

mo deled using a single blo c k on the left of the picture, and its t w o outputs,

Qa and Qb are connected to the �ip-�op.
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Figure 7: End of switc h c hain and arbiter

Figure 8: Sc hematic of the LUT m ultiplexer function
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Figure 9: T ruth T able for LUT switc h function
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Figure 10: Karnaugh Map for the LUT switc h function
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5.2 FPGA Editor Views

The screenshots in this section help to explain the structure of the circuit as

placed b y the Xilinx to ol. They ha v e b een obtained from the FPGA editor

application that is a standard comp onen t of the to olkit.

Figure 11 sho ws the placemen t of the switc h blo c ks in the FPGA CLBs.

The CLBs con taining the blo c ks are highligh ted in red. It can b e seen that

they are placed v ertically . An o v erall view of the zo omed out FPGA is sho wn

on Figure 12. The c hain o ccupies the cen ter of the c hip, and almost co v ers its

en tire length. Other circuitry , suc h as that of the state mac hine is in terspread

b et w een the blo c ks.

The FPGA editor also allo ws us to zo om in to the slice to sho w the routing

of the signals inside the c hip. Figure 13 sho ws ho w this routing is p erformed

for a switc hing blo c k con taining t w o m ultiplexers. It can b e seen that b oth

of the Lo ok-Up T ables (LUT s) are used for the switc hing function, but the

�ip-�ops are b ypassed. The output signals are then routed to the next blo c k.

The same close-up picture is sho wn for the arbiter on Figure 14. The t w o

inputs are directly connected to one of the �ip-�ops found in the slice, so

they can b e sampled at their output.

Figures 8 to 10 sho w the con ten t of the LUT s using v arious metho ds.
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Figure 11: View of the switc h c hain (blo c k in red)
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Figure 12: Ov erall FPGA c hip
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Figure 13: Con ten t of slice con taining switc hing blo c k
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Figure 14: Con ten t of slice con taining arbiter
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5.3 NIST T est Results

The output of the NIST test suite for our �nal design is sho wn on �gure 15.

The output sho ws that the random n um b er generator passed almost all the

tests. The failed tests are mark ed with an asterix. On this test run, only

four of the tests failed to pro v e the n ull h yp othesis.

Another output �le of the test is sho wn on �gure 16. This �le sho ws the

frequency of ones and zeros in the output, for eac h of the bitstreams. It

can b e seen that there almost as man y ones as zeros, whic h is an additional

sanit y c hec k to sho w that the system b eha v es as exp ected.
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--------------------------- ---- ---- ----

P-VALUE PROPORTION STATISTICAL TEST

--------------------------- ---- ---- ----

0.637119 1.0000 frequency

0.213309 1.0000 block-frequency

0.964295 1.0000 cumulative-sums

0.834308 1.0000 cumulative-sums

0.090936 1.0000 runs

0.000000 * 1.0000 longest-run

0.162606 1.0000 rank

0.162606 1.0000 fft

0.035174 0.9750 nonperiodic-templates

0.213309 0.9750 overlapping-templates

0.000000 * 1.0000 universal

0.122325 0.9750 apen

0.585209 0.9750 serial

0.788728 0.9750 serial

0.000000 * 1.0000 lempel-ziv

0.739918 0.9250 * linear-complexity

- - - - - - - - - - - - - - -- - - - - - - - - - - - -

The minimum pass rate for each statistical test with

the exception of the random excursion (variant) test

is approximately = 0.942804 for a sample size = 40

binary sequences.

Figure 15: Output of the NIST test suite
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___________________________ ____ ____ ____ ____ ___

FILE = run1_80_xor_by_8_40bs.dat ALPHA = 0.0100

___________________________ ____ ____ ____ ____ ___

BITSREAD = 20000 0s = 10073 1s = 9927

BITSREAD = 20000 0s = 9852 1s = 10148

BITSREAD = 20000 0s = 10001 1s = 9999

BITSREAD = 20000 0s = 10013 1s = 9987

BITSREAD = 20000 0s = 10132 1s = 9868

BITSREAD = 20000 0s = 10032 1s = 9968

BITSREAD = 20000 0s = 10064 1s = 9936

BITSREAD = 20000 0s = 9968 1s = 10032

BITSREAD = 20000 0s = 9889 1s = 10111

BITSREAD = 20000 0s = 9968 1s = 10032

BITSREAD = 20000 0s = 9878 1s = 10122

BITSREAD = 20000 0s = 10092 1s = 9908

BITSREAD = 20000 0s = 9875 1s = 10125

Figure 16: Bias output of the NIST test suite
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6 F uture W ork

A suggested future w ork w ould b e to test the design at di�eren t temp erature

lev els to see ho w the circuit is a�ected. Normally v ariations in temp erature

should not a�ect the b eha vior of the circuit, since b oth paths are c hanging

at the same time. Ho w ev er the randomness of the system ma y dep end on

the am b ein t temp erature.

The usefulness of the system can also b e tested b y using the circuit as

part of a larger sc heme, suc h as a cryptographic proto col. The bitstream can

b e in terfaced b y a larger state mac hine that can use the bits as part of a

proto col.
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7 Conclusion

W e ha v e sho wn that the Ph ysically Unclonable F unction made from switc h-

c hains can alternativ ely b e used as a hardw are random n um b er generator.

Using the metastabilit y in the arbiter, w e built a protot yp e that is suitable for

man y applications, esp ecially that of cryptographic authen tication proto cols.

W e ha v e tested the output of the randomness, and ha v e concluded that for

most practical applications the system b eha v es unpredictably .
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A State Mac hine T ransition Diagram
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