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Abstract  

Feature-oriented software architecture is a way of organizing code around the 

features that the program provides instead of the program’s objects and components. In 

the development of a feature-oriented software system, the developers, supplied with a 

set of features, select and organize features to construct the desired system. This 

approach, by better aligning the implementation of a system with the external view of 

users, is believed to have many potential benefits such as feature reuse and easy 

maintenance. However, there are challenges in the formal verification of feature-oriented 

systems: first, the product may grow very large and complicated. As a result, it’s 

intractable to apply the traditional formal verification techniques such as model checking 

on such systems directly; second, since the number of feature-oriented products the 

developers can build is exponential in the number of features available, there may be 

redundant verification work if doing verification on each product. For example, 

developers may have shared specifications on different products built from the same set 

of features and hence doing verification on these features many times is really 

unnecessary. All these drive the need for modular verifications for feature-oriented 

architectures.  

Assume-guarantee reasoning as a modular verification technique is believed to be an 

effective solution. In this thesis, I compare two verification methods of this category on 

feature-oriented systems and analyze the results. Based on their pros and cons, I propose 



   

 2 

a new modular model checking method to accomplish verification for sequential feature 

compositions with cyclic connections between the features. This method first builds an 

abstract finite state machine, which summarizes the information related to checking the 

property/specification from the concrete feature design, and then applies a revised CTL 

model checker to decide whether the system design can preserve the property or not. 

Proofs of the soundness of my method are also given in this thesis.  

 

Keywords: verification, model checking, assume-guarantee reasoning, feature-oriented 

software development, modular verification. 
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Chapter 1 

Introduction 
 

In recent years, there is growing research for software products built from features 

[8][10][11][12]. Features are functional units that implement some customer requirements. 

For instance, encryption, auto-reply, forwarding are all features in an email system and 

they all implement some customer requirements of the system. The size of a feature can 

be arbitrary: it can be as small as a single class that�s sufficient for the implementation of 

a requirement and can be as large as thousands of lines of programs across distributed 

systems.  

In contrast to the traditional object-oriented and component-based software 

development, in the feature-oriented approach, developers implement the system core 

infrastructure into a special component called the base. Each feature is implemented as a 

separate module. Then the developers build up the composed system called a product in a 

product line manner by plugging features chosen from the series of features available into 

the base [9]. Figure 1 shows an example of feature-oriented email system development. 

This email product is composed of the base and two features, compose and encryption. 
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Since features are extracted from the customers� side, the feature-oriented software 

architecture really aligns the software implementation with the external view of 

customers instead of the traditional designs about objects and components from 

programmers. Feature-oriented methodology is believed to have many potential benefits 

such as feature reuse and easy maintenance [9]. For example, the encryption feature in 

Figure 1 may be frequently used in the development of many systems such as Intrusion 

Detection Systems, Web-based systems, and Network Management systems, etc. 

Maintaining feature-oriented software by adding and removing features from a product is 

also relatively easy. 
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1.1 A formal model of features 

In this section, I will define a formal model of the feature-oriented architecture for 

my thesis. 

Although the design and the implementation of a feature could be arbitrary, I assume 

that all features can be described by Finite State Machines (FSM). Such FSM can either 

be given by the designers [15] or be extracted from code [16]. There are also other 

restrictions on the structures of the FSM in this thesis. 

Definition 1: A feature is a finite state machine that satisfies the following structural 

conditions: 

1. Each FSM has a unique initial state to start up the system 

2. No terminal state in the FSM has a successor. 

3. Each state in the FSM can reach some terminal state by some number of steps. 

Figure 2 shows a legal FSM of a feature in my thesis: 
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The base is a special element in constructing a feature-oriented system that 

implements the core functionalities (the basic email sending functionality in an email 

system for example) of a system. The specialty of the base in my research comes from its 

structure.  

Definition 2: The base is a finite state machine that satisfies the following structural 

conditions: 

1. All structural requirements of the FSM of a feature 

2. The initial state init is not reachable from any distinguished state init� (to which 

other features will have transitions), as shown in figure 3. 

 

The purpose of the structural requirement in (2) is to avoid data leakage across 

multiple runs of system, which will be discussed in Section 2.1.  
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The state variables in the FSM of both features and the base are propositions 

capturing either data or control. A data proposition represents some attribute of an object 

that can persist in multiple system states and a control proposition refers to an external 

user input or decision that drives the feature. For example, in an email system, the truth of 

a data proposition encrypted describes the state of an email after it gets encrypted; at 

some point of the email system execution, the system may wait for the user decision to 

choose the next path to be executed, the proposition used to represent the user decision is 

a control proposition. 

 

Given a set of features and the base, they are combined into a product. Since both 

features and the base can be expressed by FSM, from the architectural level, a product is 

built by adding edges between some states of these FSM. How the features and the base 

are connected is defined as follows: 

Definition 3: Feature connections are the connection relationships between features 

and the base where 

1) There may be connections from the terminal state of any Fi to the initial state of 

any Fj; 

2) There may be connections from some state s1 in the base to the initial state of any 

feature and from the terminal state of any feature to some state s2 in the base, but 

the initial state of the base is not reachable from s2. 
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Note that this definition allows all kinds of connections between features such as 

linear chain, branches and cycles. More restrictively, this thesis requires that the features 

and the base are hooked up by adding edges between the terminal states of a feature and 

the initial states of its successors. 

Definition 4: A product can be defined inductively as follows:  

1. The base is a product 

2. Connecting new features into the current product according to the rules in 

Definition 3 also constructs a product.  

Figure 4 gives an intuitive picture about how a product is constructed. The base is the 

starting place and a set of features F1, F2�F5 are inserted into the product. F4, F5 and 

the base are organized into a linear chain. F1 has two braches with one flowing into F2 

and the other into F4. Circular connections are also possible, as reflected by the edges 

between F2 and F4. 
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1.2 Challenges for feature-oriented software verification   

Formal verification, which establishes properties of system designs using formal 

logic, rather than just incomplete testing, is believed to be a good approach to prove the 

software systems are free of certain defects and behave as expected. Unfortunately the 

traditional verification algorithms cannot be applied into feature-oriented software 

development directly for two reasons: first, the product may grow very large and have 

such a huge amount of states to be checked that makes the verification work intractable; 

second, verifying each product individually may cause redundant verification work. 

Remember that there may be an exponential number of products built in the number of 

features [3]. As a result, it�s highly possible for users to share specifications on different 

products built from the same set of features and hence doing verification on these features 

many times is really unnecessary.  

In order to solve these problems, we want a verification technique that [3][4] 

1. analyzes individual features in isolation  

2. does minimum checks on the whole product at the composition time 

3. requires little user interactions 

This goal and the problem context suggest a modular model checking method to 

conquer the verification problems for feature-oriented architectures. While there is a 
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preliminary approach that satisfies these goals [3], it doesn’t support as rich a set of 

feature-oriented designs as I would like. 

1.2.1 Model checking 

Model checking, as an efficient and practical verification method, has been used 

widely [1]. This method can consume a finite state machine model and a temporal logic 

formula and decide whether the formula is satisfied in the model. The temporal formula is 

typically expressed in the logics CTL [1] or LTL [2]. 

The most popular model checker is based on CTL. In the CTL model checking 

method, the system model is an FSM, in which each state s is originally labeled with a 

state variable set to hold all propositions that are true at s. The property is written as a 

CTL formula, which is the combination of atomic propositions, logical connectives and 

temporal operators. The logical connectives refer to and, or and negation and the 

temporal operators include AGf, AXf, AFf, A[f U f�], EGf, EXf, EFf, E[f U f�] where f and 

f� are both CTL formulas. The operators have the informal meanings described below; the 

formal semantics appears in [1]. 

1. AGf means f should be true globally in all paths from the current state. 

2. AXf means f should be true at all next states of the current state. 

3. AFf means f should be true finally in all paths from the current state. 

4. A[f U f�] means f should be true until f� is true in all paths from the current state. 
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5. EGf means f should be true globally in one of the paths from the current state. 

6. EXf means f should be true at one of the next states of the current state. 

7. EFf means f should be true finally in one of the paths from the current state. 

8. E[f U f�] means f should be true until f� is true in one of the paths from the current 

state. 

Here, the true and false value of a formula f, both atomic and non-atomic, describes 

some state of system executions. For example, a formula AG (composed-> AF encrypted 

^ EF sent) states that whenever an email gets composed, it should always be finally 

encrypted for data protection and there exists a path in the system to send the email out.  

 

Figure 5 outlines how a CTL model checker works. It first calls a function, denoted 

here as TMC(FSM, f�), to label the FSM with each sub-formula f� of the property f. This 

process actually calls another function, denoted as TMC_help(s, f�), to label each state s 

at which f� is a true with (f�, true). These pairs (f�, true) are kept in a state label set and all 

missing sub-formulas of f are then false at s. A CTL model checker processes the 

sub-formulas from smallest to largest based on the semantics of the logical and temporal 

operators, so that all pieces of a sub-formula are labeled before the states are labeled with 

the sub-formula. Eventually CTL model checker can determine whether f is true at this 

FSM by checking if f is labeled at the initial state. Note that a formula holds on the FSM 

if it labels the initial state. 



   

 10 

 

 

1.2.2 Modular ver ification &  assume-guarantee reasoning 

Modular verification divides the software systems into small modules, proves 

properties of each module then infers properties of the whole system from properties of 

the modules. Depending on the interaction between the components, the traditional model 

checking algorithm might not support modular verification. First, one module may not 

contain sufficient information to reach an authoritative conclusion. For example, suppose 

we want to verify a property "Whenever f1 is true, f2 is always true finally" (or AG (f1 -> 

AF f2) in CTL) on a module labeled with f1 but not f2, we can't conclude this property is 


