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Abstract

Elliptic curve cryptosystems ofier security comparable to that of traditional
asymmetric cryptosystems, such as those based on the RSA encryption and digital
signature algorithms, with smaller keys and computationally more e—cient algo-
rithms. The ability to use smaller keys and computationally more e—cient algo-
rithms than traditional asymmetric cryptographic algorithms are two of the main
reasons why elliptic curve cryptography has become popular. As the popularity of
elliptic curve cryptography increases, the need for e—cient hardware solutions that
accelerate the computation of elliptic curve point multiplications also increases.

This dissertation introduces elliptic curve processor architectures suitable for
the computation of point multiplications for curves deflned over flelds GF (2™) and
curves deflned over flelds GF (p). Each of the processor architectures presented here
allows designers to tailor the performance and hardware requirements according to
their performance and cost goals. Moreover, these architectures are well suited for
implementation in modern fleld programmable gate arrays (FPGASs). This point was
proved with prototyped implementations. The fastest prototyped GF (2™) processor
can compute an arbitrary point multiplication for curves deflned over flelds GF (2%67)
in 0.21 milliseconds and the prototyped processor for the fleld GF (2192 § 254 j 1) is
capable of computing a point multiplication in about 3.6 milliseconds.

The most critical component of an elliptic curve processor is its arithmetic unit.
A typical arithmetic unit includes an adder/subtractor, a multiplier, and possibly
a squarer. Some of the architectures presented in this work are based on multiplier
and squarer architectures developed as part of the work presented in this disser-

tation. The GF(2™M) least signiflcant bit super-serial multiplier architecture, the



GF (2™) most signiflcant bit super-serial multiplier architecture, and a new GF (p)
Montgomery multiplier architecture were developed as part of this work together

with a new squaring architecture for GF (2™M).
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Chapter 1

Introduction

1.1 Motivation

This work introduces elliptic curve processor architectures designed to take advan-
tage of the features ofiered by reprogrammable hardware, in particular fleld pro-
grammable gate array (FPGA) hardware.

The flrst elliptic curve cryptosystems were independently proposed in 1985 by
Neil Koblitz [Kob87] and Victor Miller [Mil86]. Since its inception, elliptic curve
cryptography has been the subject of extensive cryptanalysis. Today, elliptic curve
cryptosystems are deemed secure for commercial [ANS98, ANS99, IEE98] as well as
government use [FIPOQ].

Based on today’s cryptanalytical knowledge, elliptic curve cryptosystems ofier
security comparable to that of traditional public-key cryptosystems, such as those
based on the RSA [RSA78] and the ElGamal [EIG85] encryption and digital sig-
nature algorithms, and those based on the Di—e-Hellman key agreement algorithm
[DH76], with smaller keys and computationally more e—cient algorithms.

The ability to use smaller keys and computationally more e—cient algorithms



than traditional cryptographic algorithms are two of the main reasons why elliptic
curve cryptography is becoming popular for use in constrained environments such as
cellular phones and personal digital assistant devices, which contain limited amounts
of memory and are battery-powered. The same reasons also make elliptic curve
cryptography attractive for high performance systems, such as secure networking
devices, whose ability to protect and route tra—c are a function of their capacity to
establish secure connections. The establishments of these secure connections often
involve public-key operations.

E—cient software implementations of elliptic curve algorithms have been and
continue to be a topic of extensive research. Some important works in this area are
documented in [SO0S95, HLM00, WBV*96, WMPW98, LD99a].

Software architectures have the great advantage that they are portable to mul-
tiple hardware platforms. Their main disadvantages are their lower performance
when compared to specialized hardware architectures and their inability to protect
private keys from disclosure with the same degree of security that is achievable in
hardware. These disadvantages are some of the reasons motivating the study of
e—cient hardware architectures.

E—cient hardware implementations of elliptic curve algorithms are just beginning
to be documented. Among the most signiflcant hardware architectures for elliptic
curves deflned over flelds GF (2™) are [AMV93, Ros98b, GSS99, SES98, LMWL00,
OPO00a]. As of this writing, the elliptic curve processor architecture documented in
[OPO01] is the only elliptic curve processor architecture for GF (p) documented in the
open literature.

The emphasis of this work is on elliptic curve processor architectures based on the
architectures introduced by the author in [OP00a] and [OP01] as part of the research

work documented here. These architectures are well suited for implementation using



FPGAs, which is the hardware platform emphasized in this work.

Unlike traditional very large scale integration (VLSI) hardware, FPGAs do not
possess flxed functionality after fabrication. FPGAs are reconflgurable hardware de-
vices; that is, devices whose functionality is programmable. The conflguration of an
FPGA device can be changed over time thus allowing the same FPGA to implement
difierent functions. The reconflgurability of FPGAs and the use of architecturally
scalable elliptic curve processor architectures afiord implementations the beneflts

listed below.

Architecture E—ciency: The complexity of flnite fleld arithmetic architectures
depends greatly on whether arithmetic for one speciflc fleld representation
is being implemented or whether it is implemented for arbitrary flnite fleld
representations. The most dramatic example is perhaps squaring in GF (2™)
using standard basis. For a speciflc fleld, squaring can be performed in one
clock cycle, whereas a general architecture usually requires m=2 clock cycles
(where m , 160 for elliptic curves cryptosystems) [BG89]. One of the algo-
rithmic options explored in this work is the use of parallel squarers optimized
for the difierent GF (2™) flelds. The reconflgurability of FPGA logic allows

the instantiation of difierent squarer architectures in the same hardware.

Scalable Security: Depending on the application, difierent levels of security may
be required. The main factor that determines the security of an elliptic curve
cryptosystem is the size of the underlying flnite fleld. For instance, the Na-
tional Institute of Standards and Technology (NIST) announced a list of curves
that can support keys of 163 to 571 bits [FIP00]. Realizing such a wide operand
range e—ciently in traditional hardware is a major challenge whereas the use

of architecturally scalable elliptic curve processor architectures together with



the reconflgurability of FPGA logic allows implementations to realize difierent
security levels in the same hardware. For example, an FPGA can be conflg-
ured with an elliptic curve processor function that supports 163-bit arithmetic.
Later, the same FPGA can be reconflgured with an elliptic curve processor

function that supports 571-bit arithmetic.

Scalable Performance-Cost Trade-Ofi: Difierent applications may favor very
difierent trade-ofis between processing speed and logic resources. For the ellip-
tic curve processor architectures presented here, the flnite fleld multiplier is the
most critical component. This work describes difierent multiplier architectures
whose performance and complexity are scalable. These multiplier architectures
allow implementers to explore difierent area-time trade-ofis. Moreover, the flne
degree of scalability of some of these multipliers allows implementers to best

use the resources available in the targeted FPGA platforms.

The rest of this document is devoted to the description of elliptic curve processor

architectures that exploit the features of FPGA logic described above.



1.2 Summary of Research Contributions

This work introduces new elliptic curve processor architectures suitable for the
computation of point multiplications for elliptic curves deflned over flelds GF (2™).
These architectures are based on the architecture presented by the author at the
Cryptographic Hardware and Embedded Systems { CHES 2000 conference. This
architecture was published as part of the proceedings of that conference in [OP00a].

This work extends the work documented in [OP00a] to elliptic curve processors
based on difierent types of GF (2™) multipliers and squaring architectures.

Two of the GF (2™) multipliers used in the elliptic curve processor architectures
discussed in this document were developed as part of the dissertation research docu-
mented here. These multipliers belong to the family of multipliers originally named
super-serial multipliers. These are multipliers of low complexity especially designed
to exploit the availability of memory in modern FPGA logic. The flrst multiplier was
presented in the Seventh Annual IEEE Symposium on Field-Programmable Custom
Computing Machines (FCCM ’99) and it was published as part of the proceedings
of that conference in [OP99]. A new super-serial multiplier is also introduced in this
dissertation. This multiplier is discussed in Section 4.8.

One of the squaring architectures for GF (2™) discussed in this document was
developed as part of the dissertation research. This squaring architecture is based
on the observation that a squaring operation in GF(2™) can be transformed into
a multiplication by a constant and a sum, when the fleld elements are represented
using standard basis. The computation of the multiplication and the sum can be
performed with a simple circuit and a least-signiflcant bit/digit flrst multiplier. This
work was published in the IEE Electronic Letters Journal in [OP00Db].

This work introduces a new elliptic curve processor architecture suitable for the



computation of point multiplications for elliptic curves deflned over flelds GF (p).
This processor is an extension of the processor architecture for GF (2™) introduced
in [OP00a]. The centerpiece of this processor is a new Montgomery multiplier op-
timized for fleld programmable logic, which was developed as part of the work
documented here. This processor architecture was presented at the Cryptographic
Hardware and Embedded Systems { CHES 2001 conference and it was published as

part of the proceedings of that conference in [OP01].



1.3 Dissertation Outline

Chapter 2 introduces the arithmetic and algorithmic concepts needed for the under-
standing of this dissertation. This chapter starts with an introduction to GF (2™)
and GF (p) flnite flelds. The chapter then proceeds with an introduction to elliptic
curve arithmetic and the elliptic curve discrete logarithm problem. The chapter
ends with an introduction to elliptic curve coordinate representations and with de-
scriptions of point multiplication algorithms, which are the core functions of elliptic
curve processors.

Chapter 3 introduces the general architecture of the elliptic curve processors
introduced in this work. This section also describes the architecture of the two
programmable processors used in the elliptic curve processor architectures. This
chapter ends with a general description of the architecture of the arithmetic units
used by the elliptic curve processors.

Chapter 4 introduces GF (2™) arithmetic unit architectures. These architectures
are based on six types of GF (2™) multipliers and two squaring architectures. Two
of the multiplier architectures and one of the squaring architectures were developed
by the author as part of the dissertation research presented here. This chapter also
provides complexity and performance estimates for the difierent architectures.

Chapter 5 introduces a GF (p) arithmetic unit architecture. This architecture
is based on a new Montgomery multiplier introduced by the author as part of the
dissertation research documented here. This chapter describes the new Montgomery
multiplier in detail and provides complexity and performance estimates for difierent
conflgurations of the arithmetic unit.

Chapter 6 compares the complexity and performance of arithmetic units for

GF (2™) fInite flelds based on digit-serial multipliers and the arithmetic unit archi-



tecture for GF (p) finite flelds based on the new Montgomery multiplier. This section
also compares the complexity and performance of prototype implementations of an
elliptic curve processor for point multiplication for curves deflned over a GF (2™)
fInite fleld and an elliptic curve processor for point multiplication for curves deflned
over a GF (p) finite fleld.

Chapter 7 summarizes the conclusions of this work and provides recommenda-
tions for further research.

Appendix A describes the models used to quantify the complexity and the per-
formance of the circuits that form part of the elliptic curve processors introduced

here. Appendix B lists the acronyms and symbols used in this work.



Chapter 2

Background

2.1 Finite Field Arithmetic

This section provides a brief introduction to flnite fleld arithmetic. Finite fleld
arithmetic is used in many public-key cryptosystems in use today, including elliptic
curve cryptosystems. Additional information on this topic can be found in [McE87,
LN94, Big85].

A flnite fleld is a flnite set of elements with interesting properties. Before de-
scribing its properties, it is convenient to introduce few terms.

A group is a set of elements G with one binary operation,~7 that exhibit the

following properties:

1. A group is closed under the~operation: a~b = ¢ for a;b;c 2 G.
2. The~operation is associative: (a="h)~t = a~(b-7).

3. The group contains an identity element e 2 G such that a~e = e~a = a for
a2G.

4. Every element a 2 G has an inverse ai! 2 G such that a~ail = ail-a=e.

9



Abelian groups are groups with the additional property that the group oper-
ation is commutative; that is, a~b = b~a for a;h 2 G.

Cyeclic groups are characterized by the existence of generators. A generator
g is a group element that can represent each group element a as a = ig for i =

0:::JGj i 1, where ig = ?/gfz/g The number of elements in the group is
i times
known as the order of the group and it is represented here with the symbol jGj,

where G represents the group under consideration.
A fleld is a set of elements F with two binary operations, represented here as

addition (+) and multiplication £), that exhibit the following properties:

1. The elements of F form an abelian group under the + operation.

2. The elements of the set F~, which is a set that contains all the elements in
the set F except the additive identity, form an abelian group under the~

operation.

3. The distribute laws apply to the two binary operations; for example, a~{b+c¢)
= (a~b) + (a~7) for a;b;c 2 F.

Finite flelds are also referred to as Galois flelds and are represented here by the
symbol GF (q). Finite flelds exist only for ¢ = p™, where p is a prime number and
m is a positive integer. The number of elements of a flnite fleld is q.

Each fleld element represents an equivalence class, or a collection of elements
with common properties. For flnite flelds GF (p), all the integers that are congruent
to each other modulo p represent an equivalence class. Two elements a and b are
congruent if they generate the same remainder r 2 [0; p) when divided by p . The
congruence relation is represented here as a - b mod p, where a - bmod p if a =

s“p+r,b=t-p+r,and s and t are two arbitrary integers. The elements of a

10



fleld are often represented by their least positive residue, which are integers in the
range [0; p).

For flnite flelds GF (p™), where p is prime and m is greater than one, this work
uses standard (or polynomial) basis representation. In this representation all polyno-
mials G(fi) = Pilzo a;fi' with a; 2 GF (p), which are congruent to each other modulo
F (fi), represent an equivalence class. F(x) = x™ + P?;gl fix' with f; 2 GF (p) is
an irreducible polynomial over the fleld GF (p); that is, a polynomial that is only
divisible by itself or an element of the fleld GF (p) over the fleld GF (p). fi is a root
of the irreducible polynomial in GF (p™) that does not belong to the fleld GF (p).

Two elements A = Pi“;o aifi' and B = P[‘;’o bifi' of GF(p™) are congruent
if when divided by the polynomial F (fi) they generate the same remainder R =

mi
i=0

L rifil of degree lower than the degree of F(x) (ai;bi; ri 2 GF(p)).

The congruence relation for GF (p™) is represented here as A - B mod F (fi),
where A = S-F(fi) + R, B = T~F (fi) + R, and where S = P?io sifiand T =
P?;O tifi' are two arbitrary polynomials with coe—cients in GF (p). The elements
of a fleld GF (p) are represented here by the polynomials of least degree in their
equivalence class. Using this representation, the elements of a fleld are represented
with polynomials of degree lower than that of F (x).

Arithmetic in flelds GF (p™) using standard basis representation is analogous
to polynomial arithmetic with the added restriction that the operations involving
coe—cients are handled as flnite flelds operation in the fleld GF (p).

Of importance in this work are flnite flelds GF (p) with primes p greater than

three and the flelds GF (2™). The flelds GF (p) are often referred to as prime flelds

and the flelds GF (2™) are often referred to as binary flelds.
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2.2 GF(p) Arithmetic Background

This section provides a brief introduction to GF (p) fleld arithmetic. For additional
information on this subject the reader is referred to [McE87, LN94].

For the computation of elliptic curves point multiplications, an elliptic curve
processor must be capable of computing modular additions, subtractions, multipli-
cations, and inverses.

Addition is the simplest modular operation that an elliptic curve processor needs
to implement. The addition of two fleld elements a and b, where a;b 2 [0;p), can
be computed in two steps. The flrst step adds the two operands. The second step
reduces the result by subtracting p from a + b, if this result is greater than or equal
to p. The operation just described can be extended to modular subtractions.

Multiplication, including squaring, is the most critical operation in the com-
putation of elliptic curve point multiplications. The multiplication of two element
a;b 2 [0;p) yields a result ab 2 [0;(p § 1)?]. The reduction of this result can be
performed with a division: ab mod p - (gp+r) mod p - r mod p, where q = bab=pc
and r = ab j gp 2 [0;p) (q represents the quotient and r the remainder of the
division).

Division is more complex than multiplication. Division requires quotient es-
timation, multiplications, and additions. Modern reduction algorithms, such as
Montgomery reduction, yield approximated results. These methods trade accuracy
for speed. The approximated results are of the form r + tp, where t , 0 deflnes the
approximation accuracy. These results are congruent modulo p to the desired result
r.

For the elliptic curve processor for GF (p) introduced here, this work recommends

the use of Montgomery multiplication. Montgomery multiplication interleaves mul-
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tiplication and reduction steps. The computational cost of Montgomery multiplica-
tion is approximately equal to the computational cost of two multiplications when
assuming that these multiplications are done using the schoolbook multiplication
method.

The following section provides a brief introduction to Montgomery reduction.
The version of the Montgomery multiplication algorithm of interest here is presented
in Sections 5.2.

Inversion is the most complex operation that an elliptic processor must im-
plement. This work focuses on the computation of inverses using Fermat’s Little
Theorem (this is the same approach used here for GF (2™)). Equation (2.1) shows
the expression used here to compute inverses (GF (p)~ represents the multiplicative

group of GF (p)).

ailmod p - a"i?mod p for a 2 GF (py~ (2.1)

The bit-complexities of the arithmetic operations that must be implemented
by an elliptic curve processor are summarized in Table 2.1. This table assumes
that the fleld elements are represented by m-bit numbers (m = dlog, pe), that
multiplications are computed using the Montgomery multiplication algorithm, and
that inversions are computed according to Equation (2.1) using the Montgomery

multiplication algorithm.

2.2.1 Montgomery Reduction

This section provides a brief introduction to Montgomery reduction. For additional
information on this topic, readers are referred to the following references: [Mon85,

MvOV97, BSS99, KAK?96].
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Table 2.1: Complexity of GF (p) arithmetic operations

GF (p) operation Bit-complexity
Addition O(m)
Multiplication o(m?)
(Montgomery mult.)
Inverse o(m®)
(Fermat’s Little Theorem &
Montgomery mult.)

The GF (p) multiplier introduced here uses what is known as Montgomery re-
duction. This reduction method was introduced in [Mon85]. The Montgomery
reduction of a number x < RM using the algorithm introduced in [Mon85] yields
a weighted residue of the form xRi! mod M 2 [0;2M). R is a constant such that
R > M and gcd(R; M) = 1, which is arbitrarily chosen so that it simplifles the
reduction process: a power of two for hardware implementations. M represents the
modulus of operation (M = p for GF (p)). The following sections use M to represent
the modulus when discussing aspects related to Montgomery multiplication.

The efiectiveness of Montgomery reduction lies on performing arithmetic using
weighted residues of the form xR mod M rather than x mod M itself. These residues
are referred to here as Montgomery residues. The basic idea is to perform a trans-
formation at the beginning of an algorithm, such as exponentiation, then perform
arithmetic using Montgomery residues, and, at the end of the algorithm, transform
the results back to residues that are not weighted. For example, the computation

of the exponentiation x* mod M involves the following steps:

1. Computation of the residue xR mod M.

2. Computation of the exponentiation (xR mod M)® mod M using multiplica-
tions and Montgomery reductions. (Note that the Montgomery reduction of a

product (xR mod M)(yR mod M) yields the Montgomery residue xyR mod

14



M.)
3. Conversion of the result (x°*)R mod M to x® mod M.

4. If necessary, reduction of x* mod M to obtain result in least residue represen-

tation (i.e., a result in the range [0; M)).

The previous example demonstrates a common use of Montgomery residues.
Note that the arithmetic operations involving Montgomery residues are not limited
to multiplication; addition, subtraction, negation, equality/inequality testing, and
greatest common divisor computations involving M, can all be done using Mont-
gomery residues [Mon85].

Note that the transformation of x mod M into xR mod M can be performed by
multiplying x mod M by R? mod M and then reducing the result using Montgomery
reduction [Mon85]. (Note that the constant R?> mod M needs to be computed only
once for a given modulus and that standards that specify the use of elliptic curve
cryptography change these infrequently; for example, [FIPOOQ] specifles a set of mod-
uli for the foreseeable future).

The conversion of a result xR mod M into x mod M can be performed by multi-
plying XR mod M by one and then reducing the result using Montgomery reduction
(((xR mod M)}>»1)Rit mod M - x mod M) [Mon85].

The reduction in Step 4 may be needed when the result of the Montgomery

reduction exceeds the value of M.
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2.3 GF(2M) Arithmetic Background

This section provides a brief introduction to GF (2™) fleld arithmetic. For additional
information on this subject the reader is referred to [McE87, LN94].

This work considers arithmetic in flelds of characteristic two, GF (2™), using a
standard basis representation. A fleld GF (2™) is isomorphic to GF (2)[x]=(F (x)),
where F(X) = x™ + szo fix' is a monic irreducible polynomial of degree m with
coe—cients f; 2 0; 1g. Here each residue class is represented by the polynomial of
least degree in its class.

A standard basis representation uses the basis deflned by the set of elements

basis, fleld elements are represented as polynomials in fi of degree less than m with
P, . )
coe—cients 0 or 1; for example, an element A is represented as A = ?;51 a;ifi' with
coe—cients a; 2 10; 1g.
- Prit_ i Prit, i
The addition of two elements A = ;_4" a;fi' and B = ;_{" bifi', as shown by
Equation (2.2), requires the modulo 2 addition of the coe—cients of the two fleld
elements.
> :
A+ B mod F(fi) = (aj + b mod 2)fi' (2.2)
i=0
. . . Pm il .t Pm N ai .
The multiplication of two fleld elements A = _t"aifi' and B = ,_4 " bifi' is
deflned by Equation (2.3). This equation expresses the multiplication operation in a
way that resembles the operation of the multipliers studied here. These multipliers
accumulate products of digits of the multiplier B and the multiplicand A. The

reductions modulo F (fi) are computed using Equation (2.4).
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>

AB - (A bifi') mod F (i) (2.3)
i=0
fimtt . ffil (2.4)
j=0

Squaring is a special form of multiplication, whose computation in GF (2™M) is
much more e—cient than for general multiplications. Equation (2.5) provides an
mi

expression for squaring the fleld element A = i_ol a;fi'. As this equation shows, a

squaring operation requires the computation of a reduction [Wu99].

A? . Maifi” mod F (fi) (2.5)
i=0

Inversions in GF (2™) can be computed with the Extended Euclidean Algorithm
[MvOV97]. They can also be computed with exponentiations using Fermat’s Little
Theorem as shown in Equation (2.6). Inversion with exponentiation takes advantage
of the factorization of the exponent, as it is shown in Equation (2.7), and of the
lower complexity of squaring operations in GF (2™) [BSS99]. This work focuses on

the implementation of inversions with exponentiations.
Variants of the inversion with exponentiation method are proposed in [IT88,
Van99]. These algorithms compute inverses with m j 1 squares and with blog,(m j

Dec+W(m j 1) § 1 multiplications [BSS99], where W (m j 1) represents the number

of nonzero coe—cients in the binary representation of m j 1.

Al - A2 mod F(fi) - A2@""iD mod F(fi) (2.6)
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8
- P A@MIDZG1)@MID=211) (Az(mi1)=2il)z(mi1)=2A2(mil)=2i1; m is odd,
A2m il 1 1

? AAZ(mil)iZ — A(AZmizil)Z; m is even.
2.7)

Table 2.2 approximates the bit-complexity for GF (2™) addition, squaring, and
multiplication operations, which are the operations considered here for implemen-
tation in hardware. The table lists the bit-complexity approximations for difierent
types of irreducible polynomials. The column labeled \Arbitrary"” summarizes the
complexity for implementations that support arbitrary fleld polynomials containing
r +1 nonzero coe—cients. The columns labeled \Trinomial™ and \Pentanomial' list
the complexity for implementations that support trinomials and pentanomials, for
which r is equal to 2 and 4, respectively.

Table 2.2 highlights that the complexity of squaring can be considered to be
linear for implementations that use flxed trinomials and pentanomials.

In Table 2.2 the complexity of the multiplication operation is based on the school-
book multiplication method: AB mod F (fi) = (bgA+byAfi+:::+by ;1 AfiMil) mod
F (fi), where B = P;‘;gl bifi'.

Table 2.3 provides a coarse approximation of the complexity of GF (2™) arith-
metic operations.

The security of an elliptic curve cryptosystems lies on the di—culty of the discrete
logarithm in the group deflned by an elliptic curve deflned over a fnite fleld (see next
section). To preclude attacks, the flnite flelds must be very large (m ranging from
163 to 571 bits according to [FIP00]). The security of an elliptic curve cryptosystem
does not rest on the flnite fleld itself. As a result, the fleld representation can be
chosen freely. Standards such as [IEE98, ANS98, ANS99, FIP00] recommend the use

of trinomials (F (X) = x™+x'+1) and pentanomials (F (x) = x™+ X% +x2 +x% +1)
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as irreducible polynomials because they simplify implementations. The remainder
of this document assumes the use of trinomials and pentanomials for cryptographic

applications.

Table 2.2: Approximate bit-complexity of GF (2™) arithmetic operations

GF(2™M) Irreducible polynomial
operation Arbitrary Trinomial | Pentanomial
Addition m m m
Square rm 2m 4m
Multiplication 2m+(ri2mijr+1| 2m? i1 [ 2m?+2m 3
(Schoolbook method)

Table 2.3: Complexity of GF (2™) arithmetic operations

GF (p) operation Bit-complexity
Addition Oo(m)
Square O(rm)
Multiplication Oo(m?)
(Schoolbook mult. method)
Inverse O(m?log, m)
(Fermat’s Little Theorem)
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2.4 Elliptic Curve Arithmetic

This section provides a brief introduction to elliptic curve arithmetic. Additional
information on this subject can be found in [Sti95, Kob94, BSS99, Ros98a, ST92,
Men93, IEE9S8].

An elliptic curve over a flnite fleld GF(q) deflnes a set of points (x;y) that
satisfy an elliptic curve equation together with the point O, known as the \point at
inflnity." The \point at inflnity" does not satisfy the elliptic curve equation. The
coordinates x and y of the points on the curve are elements of the fleld GF (q), where
g =p™ and p is prime.

This work focuses on elliptic curve deflned over the flelds GF (p) and GF (2™),
where p and m are primes. The use of elliptic curves deflned over composite flelds
GF(2™) (m is not a prime) is discouraged due to recently discovered cryptographic
weaknesses in these structures [GHS00].

Equation (2.8) deflnes the elliptic curve equation for flelds GF (p) with p > 3,
and Equation (2.9) deflnes the elliptic curve equation for flelds GF (2™). In Equation
(2.8), a;b 2 GF(p) and 4a® + 27h> 6 0 mod p. In Equation (2.9) a;bh 2 GF(2™)
with b & 0.

yvi=x3+ax+bh (2.8)

y>+xy =x3+ax’ +b (2.9)

The set of discrete points on an elliptic curve form an abelian group (commu-
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tative group), whose group operation is known as point addition. The number of
discrete points on an elliptic curve deflned over a finite fleld is bounded by the ex-
pression shown in Equation (2.10), known as Hasse’s theorem, where the symbol n
represents the number of points on the elliptic curve and where g = p™ represents

the number of elements in the underlying finite fleld.

g+1j2Pg=n=q+1+2"5 (2.10)

Elliptic curve point addition is deflned according to the \chord-tangent process."
Point addition is easiest to describe for elliptic curves deflned over the real numbers
as follows.

Let P and Q be two distinct points on an elliptic curve E deflned over the real
numbers with Q not equal to jP (Q is not the additive inverse of P). The addition
of P and Q is the point R (R =P + Q); where R is the additive inverse of S, and
where S is the third point on the elliptic curve intercepted by a line through points
P and Q. For the curve under consideration, R is the re ection of the point S with
respect to the x-axis; that is, if R is the point (Xx;y), S is the point (X; jy). The
addition operation just described is shown in Figure 2.1.

When P and Q represent the same point on the elliptic curve and P is not equal
to jP, the addition of P and Q is the point R (R = 2P); where R is the additive
inverse of S, and where S is the third point on the elliptic curve intercepted by a
line tangent to the curve at point P. The operation just described is referred to as
point double, and it is shown in Figure 2.2.

The \point at inflnity,” O, is the additive identity of the group. The most

relevant operations involving O are the following: the addition of a point P and O
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is equal to P (P + O = P) and the addition of a point P and its additive inverse
iP isequal to O (P § P = O). In the previous expression, if P is a point on the
curve, then jP is also a point on the curve.

The point addition and the point double operations are generally computed in
computer system using algebraic formulas derived from the geometrical operations
just described. Tables 2.4 and 2.5 summarize the point addition and the point
double formulas for elliptic curves deflned over the flelds GF (p) and GF (2™). All
the operations in the tables are performed in the fleld over which the curve is deflned.
The operations for the curves deflned over flelds GF (2™) are computed modulo F (fi),
where F (x) is the irreducible polynomial used to deflne the fleld GF (2™) and fi is
a root of F(x) in GF (2™).

The expressions in Tables 2.4 and 2.5 correspond to point representation using
a—ne coordinates. In a—ne coordinates, a point is represented by two coordinates,
x and y; for example, a point P in a—ne coordinates is represented as (X;y).

Point subtraction is a useful operation in some algorithms. This operation can
be performed with the point addition or point double formulas using the additive
inverse of the point to be subtracted. For example, the point subtraction P j Q
can be computed using the point addition operation as follows: P § Q =P + (j Q).
The additive inverse of a point P = (x;y) is the point (x; jy) for curves deflned
over flelds GF (p) and (x; x +y) for curves deflned over flelds GF (2™).

The operation used by elliptic curve cryptosystems is referred to here as point
multiplication. This operation is also referred to as scalar point multiplication
[IEE98]. The point multiplication operation is denoted here as kP, where k is
an integer number and where P is point on the elliptic curve. The operation kP

represents the addition of k copies of point P as shown in Equation (2.11).
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kP:f+PT7:::+% (2.11)

k points P

Elliptic curve cryptosystems are built over cyclic groups. Each group contains a
finite number of points, n, that can be represented as scalar multiples of a generator
point: iP for i =0;1;:::;n j 1, where P is a generator of the group, which implies
that iP & O for 1 <i < n. The order of the point P in the previous expression is n,
which implies that nP = O and iP & O fori=1:::n j 1. The order of each point
on the group must divide n. Consequently, a point multiplication kQ for k > n
can be computed as (k mod n)Q. (Note: kQ = (an + b)(qP) = (anq + bq)P =
aq(nP) +bgP = O +b(gP) = bQ, where Q =qP and k =an +b.)

Figure 2.1: Point addition
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Figure 2.2: Point double

Table 2.4: Point addition and point double formulas for elliptic curves deflned over
flelds GF (p) (p > 3) and points represented using a—ne coordinates

Description Formula
Elliptic curve equation y? - x> +ax+b mod p; 4a° +27h? 6 0 mod p
Point addition X3 - ;%Z i X1iX2 mod p
(X3;y3) = (xa;y1) + (X2;¥2) | Y3 - 32h; (i xs)iyr mod p
Point double X3 - T3’§:a_ i 2x1 mod p
(X3Ys) =20xiy1) | Ya - D (xaiXa) iyl mod p

Table 2.5: Point addition and point double formulas for elliptic curves deflned over
flelds GF (2™) and points represented using a—ne coordinates.

Description Formula
Elliptic curve equation y?+xy - x> +ax’+b mod F(fi); b &0

+ 7 +

Point addition X3 - ; }g:}’é o+ }g—iyxll + X1+ X, +a mod F(fi)

(X3;y3) = (X1:y1) + (X2;y2) | ¥3 - +>¥§—i§11 (X1 + X3) +x3 +y1 mod F(fi)

- Z -

Point double X3 - 4 X1 +3 4+ xg+ L +a mod F(fi)

(X3;Y3) = 2(X1;Yy1) ys - X1+ 3 (X1 +X3)+x3+y1 mod F(fi)
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2.5 Elliptic Curve Discrete Logarithm Problem

(ECDLP)

Elliptic curve cryptosystems base their security in what is known as the elliptic curve
discrete logarithm problem. This problem can be stated as follows. Given a known
elliptic curve and two known points P and Q, where Q = kP, it is computationally
infeasible to determine the value of k if the parameters have been carefully chosen.

Elliptic curve cryptosystems use cyclic groups with very large numbers of points;
for example, the FIPS 186-2 standard [FIP00] recommends groups for which the
number of points range from about 2163 to about 25! points, depending on the curve
and the underlying finite fleld. The best cryptanalysis algorithms known today, such
as the Pollard’s rho algorithm [Pol78], compute an elliptic curve discrete logarithm
with an average of O(pﬁ) point operations if the parameters have been carefully
chosen, where n represents the number of points of the cyclic group being used.

Using the best cryptanalysis algorithms, determining a discrete logarithm in the
curves specifled by the FIPS 186-2 standard require over 28 point operations. This
is an intractible problem given the current computer technology. It is important to
realize that well-chosen curves achieve the degree of security specifled here. Other
curves may exhibit structures that facilitate cryptanalysis; for example, curves de-
flned over composite flelds of characteristic two. More information on this topic can
be found in [BSS99, IEE98].

Figure 2.3 shows an example of an elliptic curve cryptosystem. The example
shows a key establishment using the elliptic curve analogue of the Di—e-Hellman
key agreement algorithm. In this example, the secret components, which are the
integers a and b, are chosen by Alice and Bob in the flrst step of the algorithm.

These secret components are never revealed. The public components, which are the
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points A and B, are generated and then exchanged over an insecure channel in the
second and the third steps. Finally, each party computes a shared secret point S
in Step 4, using his/her secret component and the peer’s public component. For a
properly setup system, an eavesdropper will be unable to compute the shared secret
from the exchanged public components. In particular, an attacker faces the elliptic
curve discrete logarithm problem if he/she intends to recover a secret component

from its associated public component.

Alice Bob
Step 1: Choose random, secret a b
integer values in range [0,n).
Step 2: Generate public components, Aand B. A =aG B=bG
A, B and G are elliptic curve points.
Step 3: Exchange public components. B "
Step 4. Compute shared secret point, S. S=aB=abG S =bA =abG

Figure 2.3: Elliptic curve analogue of the Di—e-Hellman key agreement algorithm
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2.6 Coordinate Representation

Point multiplications are computed with iterated point addition and point double
operations. For cryptographic applications the value of k is generally large, which
translates into a large number of point addition and point double operations for
most algorithms. The complexity of an algorithm is a function of the complexity of
the employed point addition and point double operations.

The point addition and the point double formulas for a—ne coordinates, listed
in Tables 2.4 and 2.5, include fleld additions, subtractions, multiplications, squares,
and inverses. The fleld additions, subtractions, multiplications, and squares can be
e—ciently computed in hardware and software. In general, fleld inverses cannot be
computed as e—ciently as fleld additions, subtractions, multiplications, or squares
in either hardware or software.

Some coordinate representations do not require fleld inverses in their point ad-
dition and point double operations, which makes them attractive for hardware and
software implementations.

Projective coordinates are attractive for cryptographic systems for which the
computational costs of fleld inversions are much higher than the computational
costs of fleld multiplications.

Difierent projective coordinate representations exist. Some of the most popular
ones are discussed in [CC87, CMO98]. This section discusses point addition using
Jacobian coordinates. Point multiplication using Jacobian coordinates is discussed
in more detail in [BSS99, IEE98].

The computation of point multiplication using Jacobian coordinates usually in-
volves the following steps. First, the point to be multiplied is transformed from a—ne

to Jacobian coordinates. Then, the point multiplication is done using Jacobian coor-
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dinates. Finally, the resulting point is transformed from Jacobian coordinates back
into a—ne coordinates.

In Jacobian coordinates, a point P is represented by the coordinates X, Y, and Z
as follows: P = (X;Y;Z). The transformation of a point from a—ne coordinates to
Jacobian coordinates is done using the following expression: (X;y) ) (X =x;Y =
y;Z = 1). The transformation of a point from Jacobian to a—ne coordinates is done
using the following expression: (X;Y;Z) ) (x = X=Z?%,y =Y=2Z3),

Table 2.6 lists the elliptic curve equation for curves deflned over flelds GF (p)
that corresponds to points represented using Jacobian coordinates. This table also
summarizes the correspondent formulas for point addition and point double. Table
2.7 lists the same information as Table 2.6 for curves deflned over flelds GF (2™).

From Tables 2.6 and 2.7 it is evident that in Jacobian coordinates, point addi-
tions and point doubles can be computed with fleld additions, subtractions, multi-
plications, and squares (no fleld inversions required). The computation of a point
multiplication requires the computation of one fleld inverse at the end of the point
multiplication process, where the resulting point is converted from Jacobian to a—ne
coordinates. The computational cost of this inverse is relatively low compared to
the computational cost of the point multiplication operation.

The concept of point addition is not restricted to the addition of points rep-
resented using the same coordinate representation. It is often advantageous to
add points that are represented using difierent representations, an approach that
is referred to as mixed coordinates. For example, the addition P + Q with P repre-
sented using Jacobian coordinates and with Q represented using a—ne coordinates
is computationally simpler than the addition of two points represented in Jacobian
coordinates. Mixed coordinates representations are studied in detail in [CMO98] for

curves deflned over flelds GF (p).

28



Table 2.8 lists the computational complexities of point addition and point double
for curves deflned over flelds GF (p), whose points are represented using difierent
coordinate representations. Table 2.9 list similar information for curves deflned over
flelds GF (2™). In these tables A and J refer, respectively, to a—ne and Jacobian
coordinates. An expression of the form A+ J ) J indicates the addition of a
point represented in a—ne coordinates and a point represented in Jacobian coordi-
nates whose result is a point represented in Jacobian coordinates. An expression of
the form 2A D) A represents the point double operation of a point represented in
a—ne coordinates that yields another point represented in a—ne coordinates. The
computational complexity is measured in terms of fleld squares, multiplications, and
inverses; which are represented, respectively, by S, M, and |I. The computational
complexities of modular additions and subtractions are considered to be much lower
than those of modular multiplications, squares, and inverses.

The results in Tables 2.8 and 2.9 include complexity values for difierent values
of a, where a is one of the parameters that deflne an elliptic curve. As the tables
show, the complexity of the point addition operation varies for difierent values of a.
(Standards, such as [FIP0O0], specify values of a that facilitate implementations.)

Tables 2.8 and 2.9 also specify the number of fleld elements that need to be
stored during the computation of point addition or point double operations.

The data in Tables 2.8 and 2.9 show that the point addition and the point
double operations do not require the computation of inverses when one of the points
is represented using projective coordinates, but they require the computation of a
larger number of multiplications, including squares, than those required when the
points are represented using a—ne coordinates. This behavior is also true also for
other projective curve representations, such as Chudnovsky [CC87], Chudnovsky-

Jacobian [CC87], modifled Jacobian [CMO98], and Lopez-Dahab [LD99b] (GF (2™)
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only) coordinates.

Table 2.6: Point addition and point double formulas for elliptic curves deflned over
flelds GF (p) (p > 3) and points represented using Jacobian coordinates

Description Formula
Elliptic curve equation Y? - X3+aXZ*+bz® mod p;
4a% +27b%> 6 0 mod p
Uy - X3Z% mod p
S; - Y1Z3 mod p
Uz - X2Z2 mod p
Sy - Y2Z3 mod p
W - U; j U, mod p
Point addition R-S1iS, mod p
(X3;Y3;Z3) = (X1;Y1;Z1)+ | T - Up+ Uz mod p
(X2:Y2,Z2) |M - S1+S; mod p
23 - lezw mod p
Xz - R2§ TW? mod p
V - TW? j 2X3 mod p
Y3 - (VR § MW3)2il mod p
M - 3X?+aZ{ mod p
Z3 - 2Y1Z1 mod p
Point double S - 4X;Y2 mod p
(X3;Y3;Z3) = 2(X1;Y1;Z1) | X3 - M? §2S mod p
T - 8Y/ mod p
Y3 - M(SjX3)iT mod p
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Table 2.7: Point addition and point double formulas for elliptic curves deflned over
flelds GF (2™) and points represented using Jacobian coordinates

Description Formula
Elliptic curve equation Y2+ XYZ - X3+aX?Z?+bZ® mod F(fi);
b& 0

Ui - X3Z% mod F(fi)
St - leg’ mod F (fi)
Uy - XpZ2 mod F(fi)
W - U; +U; mod F(fi)
Sy - Y2Z3 mod F(fi)

Point addition R - S1+S; mod F(fi)
(X3;Y3;Z3) = (Xl;Yl;Zl)+ L -Z/W mod F(fl)

(X2;Y2;Zz) V - RX,+ LY, mod F(ﬁ)

Zz - LZ, mod F(fi)
T - R+2Z3 mod F(fi)
X3 - aZzZ+TR+W3 mod F(fi)
Y3 - TX3+VL? mod F(fi)
Z3 - Xlzf mod F(fi)

Point double Xz - (X1 +b™4Z2)* mod F(fi)
(X3;Y3;Z3) =2(X1;Y1;2Z1) | U - Zz+ X2 +Y1Z; mod F(fi)
Y3 - XfZg+UX3 mod F (fi)

Table 2.8: Computational complexity of point addition and point double for curves
deflned over flelds GF (p) (p > 3)

Operation Restrictions Complexity | Storage
A+AD A none 2M +S + | 5
2A D A none 2M +2S + 1 4
J+J)DHJ none 12M +4S 7
A+JDJ none 8M + 3S 6
none 4M + 6S 5
21 O J a small 3M +6S 5
a- i3 mod p 4AM + 4S 5
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Table 2.9: Computational complexity of point addition and point double for curves
deflned over flelds GF (2™)

Operation | Restrictions | Complexity | Storage
A+ADA none 2M + S + 1 5
2AD) A none 2M + S + 1 5
J+J)D)J none 15M +5S 9
a=0 14M + 4S 8
A+J )DHJ none 11M +4S 8
a=0 10M + 3S 7
YRED IN| none 5M +5S 4
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2.7 Special Coordinates and Algorithms

Computing a point multiplication using the coordinates studied in the previous
section requires the use of difierent formulas for point addition and point double.
Moreover, a point multiplication algorithm must explicitly handle the computations
involving the \point at inflnity.” For example, the point multiplication algorithm
must handle explicitly the cases P +Q = O and 2P = O by verifying that P & j Q
in the flrst case and that P & P in the second case. The point multiplication
algorithm must also verify that two points are difierent before applying the point
addition formula, applying the point addition formula when Q = P yields the wrong
result for P + Q.

The computational difierences for point addition, point double, and the opera-
tions involving the \point at inflnity,” provide attackers information about the point
multiplier k, which often serves as a private key. The computational difierences lead
to difierent processing times and difierent power signatures, which allows attackers
to mount timing and power attacks.

The ideal case will be to use a common formula for point addition and point
double that implicitly handles the operations involving the \point at inflnity."

The following section discusses one algorithm that approximates the ideal case
for curves deflned over flelds GF (2™). The section after that brie y discusses a new
projective coordinates scheme that works e—ciently with elliptic curves deflned over

flelds GF (p) that exhibit a special set of properties.
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2.7.1 Montgomery Point Multiplication Algorithm for
GF(2™M)

This section provides a brief description of the Montgomery point multiplication
algorithm introduced in [LD99a]. For more details on this algorithm, the reader is
referred to [LD99a].

The Montgomery point multiplication algorithm for GF (2™) discussed here uses
a variant of the double-and-add point multiplication algorithm discussed later in
this work. The algorithm is based on the observation that the x coordinate of the
sum of two points P, and P,, whose difierence is known to be P (P, j P, = P), can
be computed using the x coordinates of the points P, P, and P,. The y coordinate
of the point P;, which contains the point multiplication result at the end of the
point multiplication process, can be recovered using the x coordinates of P, P, and
P, together with the y coordinate of P.

The description in the previous paragraph corresponds to the a—ne coordinates
version of the algorithm, which is unattractive for implementation because it requires
the computation of inverses for each group operation. An attractive projective
coordinates version of the algorithm was also introduced in [LD99a].

The projective coordinates version of the algorithm uses mixed coordinates. The
x coordinates of the points P, and P, are represented in projective coordinates. The
x coordinate of P; = (Xy;Y1) is represented by X; and Z;, where x; = X;=Z;. The x
coordinate of P is represented by X, and Z,, where x, = X,=Z,. The y coordinates
of P, and P, are not used in the algorithm. The coordinates of P are maintained in
a—ne coordinates: P = (X;y). The coordinates of the resulting point kP = (Xk; Yk)
are recovered using the coordinates X;; Z;; X5; Z5; X, and y. (Note that kP = P, at

the end of the point multiplication algorithm.)
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Table 2.10 lists the operations required for the computation of point multiplica-
tion using the projective coordinates version of the Montgomery point multiplication
algorithm. The multiplication algorithm starts with the initialization of P, = P and
P, = 2P (initialize function); only the x coordinates of P; and P, are initialized.
Then, the point multiplication is computed using a variant of the double-and-add
algorithm (montgomery_point_multiplication function), which in turn computes the
x coordinate of a point double (mdouble function) and the x coordinate of a point
addition (madd function) in each iteration of the loop. Finally, the coordinates of
the point KP = (Xk;Yk) are recovered using the X, Z;, X,, and Z, coordinates
of the points P;and P,, together with the x and y coordinates of P (compute xy
function).

In the montgomery_point_multiplication function, the x coordinate of P;, X =
X1=Z,, maintains the x coordinate of the accumulated value of kP (kP = P,). This
is analogous to the accumulation of kP in the double-and-add algorithm. Point P,
is always set to be P; + P, which guarantees the point difierence P, j P, = P.
Maintaining this constant point difierence is what makes possible the recovery of
the y coordinate of kP at the end of the point multiplication algorithm.

From Table 2.10, one can appreciate that the computational efiort is the same
in every iteration of the loop in the montgomery_point_multiplication function. The
code that implements the montgomery_point_multiplication function can be bal-
anced so that the computational difierences introduced by the values k; are mini-
mized, thus minimizing the amount of information that can be leaked by the point
multiplication process in the form of processing time or power signature difierences.

In addition to protect against attacks, the Montgomery point multiplication algo-
rithm is attractive for implementations because of its low computational complexity

and low storage requirements. These are two of the reasons why this algorithm
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was prototyped in the elliptic curve processor for curves deflned over flelds GF (2™)
discussed later in this work. The computational complexity of this algorithm is
summarized in Table 2.11. The algorithm requires storage for 8 fleld elements.
The Montgomery point multiplication method does not apply to curves deflned
over flelds GF (p). Recently, a way to recover the y coordinate of a point kP was
described in [OS01] for elliptic curves deflned by the following elliptic curve equation:
by? = x3+ax?+x (for curves deflned over flelds GF (p) with p > 3). These curves are
used in factoring algorithms. Currently, these curves are not specifled in standards

for elliptic curve cryptosystems.
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Table 2.10: Montgomery point multiplication using projective coordinates
(KP = (x;Yk); P = (Xy);y? + xy = x* +ax® + b with b & 0)

montgomery_point_multiplication(x; y; k)
/* Pl = P; P2 =2P; k=(k|i1111k0)2 */
(X1;Z1; X2;Y2;€) = initialize(x; y; b)
fori=1j 2 downto 0 do

initialize(x;y; b)
Xy =x; Zy=1 c=p2=p""
XZ:X4+b; ZZ=X2

return(X1; Z1; X2; Z»: ¢)

if ki =1 then
[*P1: X =P X + Py:X; Po: X = 2Py X*/
(X1;Z1) = madd(Xq; Z1; X2; Z2; X)
(X2;Z2) = mdouble(X3; Z;;¢)

madd(X1; Z1; X2; Z2; X)
Z3 = ((X1Z2) + (X2Z1))?
X3 = (X1Z2)(X2Z1) + XZ3
return(Xs; Zs)

else
[Py X =P X + Py X;P1: X = 2P1: X*/

mdouble(X; Z; c)
return(Xs = X* + ¢224,Z3 = X?Z?)

(X2;Z2) = madd(Xz; Z2; X1;Z1; X)
(X1;Z1) = mdouble(X1; Z1;¢)
end if
end for
return(compute xy(Xi; Z1; X2; Z2; X;Y))

compute xy(Xy; Z1; X2;Z2; X, Y)
Xk = X1=Z1
Yk = ((X1=Z1 + X)(X2=Z2 + X)+
X2 + Y}y (X1=Z1 + X)=x +Y)
return(Xg; yx)

Table 2.11: Computational complexity of the Montgomery point multiplication al-

gorithm
(kP with log, k... m)
# Mult. | # Squares. | # Inverses
6m + 10 5m + 3 1
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2.7.2 Jacobi Form

In [LSO1], the Jacobi form of an elliptic curve is used to compute point multipli-
cations. The method is applicable to elliptic curves for which x3 + ax + b contains
three roots in GF (p).

Using the Jacobi form of an elliptic curve, point additions and point doubles can
be computed using the same formula. The use of the same formula for point addition
and point double limits the amount of information that can be leaked in the form of
processing time and power signature, especially when used with an algorithm that
requires a number of point additions and point doubles that is independent of the
value of the point multiplier k.

The computation of this formula requires 13 fleld multiplications and 3 fleld
squares. The formula can be simplifled for the case of point double, which can be
computed with 4 fleld multiplications and 3 fleld squares. As for projective coordi-
nates schemes, a point multiplication algorithm must perform a transformation at
the beginning and at the end of the point multiplication algorithm.

Similar to conventional point representations, the point addition method dis-
cussed in [LS01] is not tied to a particular multiplication algorithm as is the case of
the Montgomery point multiplication algorithm discussed in the previous section.
Therefore, this point addition method can be used with the point multiplication
algorithms discussed later in this work.

The theory behind the point addition method introduced in [LS01] is beyond
the scope of this dissertation. Additional information on this subject can be found

in [LSO1].
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2.8 Point Multiplication Algorithms

This section describes some of the most popular point multiplication algorithms.
The algorithms discussed here for point multiplications are mostly variants of sim-
ilar algorithms employed for exponentiation. The most popular algorithms for ex-
ponentiation are described in [MvOV97]. The algorithms for point multiplication
covered here are discussed in detail in [BSS99, Gor98, HLMO00, LDO00, IEE98, Sol99].

The following two sections study two main classes of algorithms. These are the
generic point multiplication algorithms that can be used to compute an arbitrary
point multiplication and the flxed-point point multiplication algorithms, which can
be used to compute point multiplications involving known points. The flxed-point
point multiplication algorithms are of interest because point multiplication with a
known point can be computed much more e—ciently than for arbitrary points. In
addition, flxed-point multiplication is a common operation in elliptic curve crypto-
graphic algorithms.

Following the description of the point multiplication algorithms, Section 2.8.3
summarizes the performance and memory requirements for the difierent point mul-
tiplication algorithms.

Note: To simplify the description of the algorithms presented in the following
subsections, a point addition is assumed to add to distinct points. When the points
to be added are the same, the point addition operation must be substituted with a
point double operation; that is, instead of using Q = P + Q the operation that must

be used is Q = 2Q.
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2.8.1 Generic Point Multiplication Algorithms

Generic point multiplication algorithms can be used to compute point multiplica-
tions involving arbitrary points. This section discusses flve point multiplication
algorithms: double-and-add (or binary), w-ary, addition-subtraction, signed w-ary,

and width-w addition-subtraction point multiplication algorithms.

Double-and-Add Point Multiplication Algorithm

One of the simplest point multiplication algorithms is the double-and-add point
multiplication algorithm. Algorithm 2.8.1.1 shows the left-to-right version of the
double-and-add point multiplication algorithm. This algorithm inspects the multi-
plier k, starting with its most significant bit and ending with its least signiflcant
bit. For each inspected bit, the algorithm performs a point double (Step 2.1), and,
if the inspected bit is a one, the algorithms also performs a point add (Step 2.2.1).

The double-and-add point multiplication algorithm requires, on average, | point
doubles and 1=2 point additions, where | ... dlog, ke. This algorithm also requires

the storage of two points, P and Q.

Algorithm 2.8.1.1: Double-and-add point multiplication algorithm
Inputs: P { r]\gint to multiply
k=" 1i1Kk;2', k; 2 [0;1] { point multiplier

Output: kP
/* Initialization */
1.Q=0
/* Point multiplication */
2. fori=1j1downto0do

21 Q=2Q /* point double */

2.2 if kj & 0 then

221 Q=Q+P /* point addition */

end for

3. return (Q)
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w-ary Point Multiplication Algorithm

The w-ary point multiplication algorithm, Algorithm 2.8.1.2, is a generalization
of the double-and-add point multiplication algorithm that process w bits of the
multiplier k in each iteration.

The flrst main step of Algorithm 2.8.1.2 is the recoding of the multiplier k in
radix 2% with dl=we digits in the range [0; 2"): k = P?';gve” k! 2% with k! 2 [0; 2%).
This representation can be derived directly from the binary representation of k; for
example, the number k = (01 10 11 00), is recoded as k = (1230), in radix 4.

The second main step of Algorithm 2.8.1.2 is the precomputation of the values
iP for i 2 [2;2%). The basic idea is to compute these values once and then use the
precomputed values as necessary in the point multiplication operation.

The third main step of Algorithm 2.8.1.2 is the actual point multiplication oper-
ation. This operation involves dl=we iterations. In each iteration, the accumulated
value Q is doubled w times (Step 4.1). If the recoded digit k} is nonzero, then
the precomputed point Py is added to the accumulated point (Step 4.2.1). Note
that as in Algorithm 2.8.1.1 the recoded digits are consumed starting with the most
signiflcant digit and ending with the least signiflcant one.

The precomputation efiort of the w-ary point multiplication algorithm requires
approximately 2¥il point doubles and 2¥i! point additions. The point multipli-
cation phase requires on average | point doubles and I=w point additions, when
assuming that k! & 0 for all i and where | ... dlog, ke . In total, the algorithm
requires approximately 2¥it + | point doubles and 21! + |=w point additions. The
algorithm also requires the storage of approximately 2" points.

For a given set of parameters, it may be advantageous to compute 2P directly
in Step 4.1 with a closed expression instead of computing it with w individual point

doubles (2(2(2(::: 2P)))). Formulations for the direct computation of 2P are given
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in [GP97, LD98a] for curves deflned over flelds GF (2™) and in [LD98b, ITT*99] for
curves deflned over flelds GF (p).

The w-ary point multiplication algorithm is a flxed-size windowing algorithm.
Sliding window algorithms are extensions of the w-ary point multiplication algorithm
that use variable-size windows. A study in [Koc95] reveals that sliding window
algorithms for exponentiation in GF (p™) for p > 3 are 4.5% to 7.8% faster than
the flxed-size windowing algorithms for exponents ranging from 128 to 512 bits.
The complexity of point double operations is typically lower than that of point
addition operations, which suggests that larger speedups could be obtained in point
multiplication algorithms. Sliding window algorithms are not discussed further in
this work. Additional information about sliding window algorithms can be found in

[BSS99, Gor9s].

Algorithm 2.8.1.2: w-ary point multiplication algorithm
Inputs: P { qgint to multiply
k=" 1i1k;2', k;j 2[0;1] { point multiplier
Output: kP -
/* Recoding of k: k= (Wil il pwi e o [0: ow) */
1. fori=0todl=we j 1 do
1.1kt =k mod 2%

12k=k j k?
1.3 k = k=2W
end for

/* Initialization */

2.Q=0;P, =P

/* Precomputations: Pj =iP, i 2 [1;2V) */
3. fori=1to2%il j 1do

3.1 Pgi = 2Pi
3.2 Poi+1 = P2i + P
end for

/* Point multiplication */
4. for i =dl=we j 1 down to 0 do
4.1 Q=2"Q /* w point doubles */
4.2 if k! & 0 then
421Q=Q+Py /* point addition */
end for
5. return (Q)
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Addition-Subtraction Point Multiplication Algorithm

The addition-subtraction point multiplication algorithm, shown in Algorithm 2.8.1.3,
is an extension of the double-and-add point multiplication algorithm that computes
point multiplications using point additions, point subtractions, and point doubles.
By incorporating point subtractions, whose computational complexities are quite
similar to those of point additions, this algorithm achieves a lower computational
complexity than the double-and-add point multiplication algorithm with a relatively
small increase in complexity.

The addition-subtraction point multiplication algorithm can be realized with dif-
ferent signed digit representations. This work considers the use of the non-adjacent
form representation (NAF) described in [Sol99]. Using this representation a multi-
plier k = P:itl) ki 2" is uniquely recoded as k = P:ZO k! 2" with k! 2 [ 1;1], where
the recoded representation does not contain contiguous nonzero digits and where
the average number of nonzero digits is I1=3. The NAF representation of an I-bit
multiplier k is at most | + 1 digits long.

The flrst main step of the addition-subtraction point multiplication algorithm is
the recoding of the multiplier k. The second main step is the point multiplication
operation. The point multiplication operation consists of | + 1 loop iterations. In
each loop iteration an accumulated point is doubled (Step 3.1). Also in each iteration
of the loop, if the recoded digit under inspection is a one, a point is added to the
accumulated point (Step 3.2.1). If the value of the recoded digit is negative one (-1),
a point is subtracted from the accumulated point (Step 3.3.1).

The addition-subtraction point multiplication algorithm requires, on average, |
point doubles and I=3 point additions. This algorithm also requires the storage of

two points, P and Q.
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Algorithm 2.8.1.3: Addition-subtraction point multiplication algorithm
Inputs: P { Qgint to multiply
k=" 111Kk;2!, k; 2[0;1] { point multiplier
Output: kP o
/* Recoding of k: k= |_ k! 21, K 2[§1;1] */
1. fori=0tol do
1.1if kmod 2 =1 then
111kl =2 j (k mod 22)
1.2 else
1.21kl=0
13k=k jK
1.4k = k=2
end for
/* Initialization */
2.Q=0
/* Point multiplication */
3. for i =1 down to 0 do
3.10Q0=20Q /* point double */
3.2 if k! =1 then
3.2.1Q=Q+P /* point addition */
3.3if k! = j1 then
3.3.1Q=Q j P /*point subtraction */
end for
4. return (Q)

Signed w-ary Point Multiplication Algorithm

The signed w-ary point multiplication algorithm, shown in Algorithm 2.8.1.4, is an
extension of the w-ary point multiplication algorithm that computes point multipli-
cations using point additions, point subtractions, and point doubles.

The flrst main step of Algorithm 2.8.1.4 is the recoding of the multiplier k in
radix 2% with d(I + 1)=we digits in the range [j2"il;2"il): k = P?g;1>=W“1 kY 2w,
For example, using this representation, the number k = (11 10 01 00), can be
recoded as k = (10210), in radix 4, where 2 = j2. (Note that the signed w-
ary point multiplication algorithm can be implemented using difierent signed digit

representations.)

The second main step of Algorithm 2.8.1.4 is the precomputation of the values
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iP for i 2 [2;2¥i1]. The basic idea is to compute these values once and then use the
precomputed values as necessary in the point multiplication operation. The additive
inverse of a point is generated as necessary when performing point subtractions.

The third main step of Algorithm 2.8.1.4 is the actual point multiplication oper-
ation. This operation involves d(I + 1)=we iterations. In each iteration, the accumu-
lated value of Q is doubled w times (Step 5.1). If the recoded digit k! is greater than
0, then the point Py is added to the accumulated point (Step 5.2.1). If the recoded
digit k! is negative, then the point Pjkyj is subtracted from the accumulated point
(Step 5.3.1). Note that as in the w-ary point multiplication algorithm the recoded
digits are consumed starting with the most significant digit and ending with the
least signiflcant one.

The precomputations of the signed w-ary point multiplication algorithm requires
approximately 2¥i2 point doubles and 2¥i2 point additions. The point multiplica-
tion phase requires approximately | point doubles and I=w point additions (including
subtractions), when assuming that k! & 0 for all i and where | ... dlog, ke. In total,
the algorithm requires approximately 2¥i2 + | point doubles and 2%i2 + |=w point
additions (including subtractions). The algorithm also requires the storage of 2¥i?!
points.

In comparison with the w-ary point multiplication algorithm, the signed w-ary
point multiplication algorithm requires the precomputation and storage of half as

many points.
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Algorithm 2.8.1.4: Signed w-ary point multiplication algorithm

Inputs: P { pgint to multiply
k= :lé ki2', ki 2 [0; 1] { point multiplier
Output: kP

/* Recoding of k: k= {80 D™ K owi k2 [j2wil;2wity x/
1. fori=0tod(l+1)=we j 1do
1.1kl =k mod 2%
1.2 if k!, 2Vil then
121K =" i k)

13k=kij k?
1.4 k = k=2W
end for

/* Initialization */

2.Q=0;P, =P

/* Precomputations: Pj = iP, i 2 [1;2Vil] */
3. fori=1to2%i2 j 1 do

3.1 Pyj = 2P;
3.2 Poj+1 = Poi +P
end for

4. Puwit = 2Powi2
/* Point multiplication */
5. for i =d(l + 1)=we j 1 down to 0 do
51 Q=2"Q /* w point doubles */
5.2 if kj > 0 then
5.21 Q =Q + Py, /* point addition */
5.3 if ki < 0 then
5.3.1 Q =Q j Pjgj /* point subtraction */
end for
6. return (Q)

Width-w Addition-Subtraction Point Multiplication Algorithm

Algorithm 2.8.1.5 shows the width-w addition-subtraction point multiplication al-

gorithm described in [Sol99].

1.4). In this algorithm, the multiplier k =

a width-w non-adjacent form as follows: k =

The flrst main step of the algorithm is the recoding of the multiplier k (Steps 1{

and where k! is odd.

The second main step of the algorithm is the precomputation of the points iP

for odd values of i in the range [3;2¥i?) (Steps 3{5.1).
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The third main step of the algorithm is the point multiplication process. This is
an iterative process in which one digit of the recoded K is inspected in each iteration.
In each iteration the accumulated point is doubled (Step 6.1). If the scanned digit is
greater than zero, the point Py=c is added to the accumulated point (Step 6.2.1). If
the scanned digit is negative, the point Pyjj=o. is subtracted from the accumulated
point (Step 6.3.1).

The precomputation phase of the width-w addition-subtraction point multipli-
cation algorithm requires one point double and 22 j 1 point additions. The point
multiplication phase requires on average approximately | point doubles and I=(w+1)
point additions (including subtractions), where | ... dlog, ke. In total, the algorithm
requires approximately | point doubles and 2"i2 +1=(w + 1) point additions (includ-
ing subtractions). The algorithm also requires the storage of approximately 2Wi?2

points.
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Algorithm 2.8.1.5: Width-w addition-subtraction point multiplication algorithm
Inputs: P { qgint to multiply
k=" 111Kk;2!, k; 2 [0;1] { point multiplier
Output: kP o
/* Recoding of k: k = [_ k! 21, Kl 2 (j2wil;2wil) »/
1. fori=0toldo
1.1 if kmod 2 =1 then
1.1.1 k' =k mod 2%
1.1.2if k] , 2W¥il then
1121k = §@% i k)
1.2 else
121k =0
1.3k =k j K
1.4k = k=2
end for
/* Initialization */
2.Q=0
/* Precomputations */
3. Po =P
4. T =2P
5 fori=1to2%i2 j 1do
51P; = Piil+T /*Pj= Pii1+2P */
end for
/* Point multiplication */
6. for i =1 down to 0 do
6.1 Q =2Q
6.2 if k! > 0 then
621 Q=Q+Ppapc /*Q=Q+Kk|P */
6.3 if k! <0 then
6.3.1Q=Q i Pugj=ac /*Q=0Q i JKkiiP */
end for
7. return (Q)

2.8.2 Fixed-Point Point Multiplication Algorithms

This section discusses the special case of point multiplication using flxed points. This
operation is used in elliptic curves cryptographic algorithms, such as the analogues of
the Di—e-Hellman key agreement algorithm [ANS99], the EIGamal encryption and
digital signature algorithms, and the Digital Signature Algorithm (DSA) [FIPOQ].
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Fixed-Point Windowing Point Multiplication Algorithm

The flxed-point windowing point multiplication algorithm, described by Algorithm
2.8.2.1, is based on the flxed-base exponentiation algorithm introduced in [BGMW293].
Algorithm 2.8.2.1 shows a variant of the flxed-point windowing point multiplication
algorithm discussed in [Gor98] that recodes the multiplier k using signed digit rep-
resentation.

In the flxed-point windowing point multiplication algorithm, the multiplier k is
recorded as k = P?ﬂgl>zweilkgzwi with k! 2 [§2wil;2wil) Using this recoding,
the point multiplication can be expressed as follows: kP = P?QJDWH K(2ViP).
Because the point P is known, it is possible to precompute the points 2%'P for
i=1:::d(I+1)=we j 1. Given the precomputed points, a point multiplication can
be computed by adding, or subtracting, jk!j copies of 2V'P for all k! & 0. The flxed-
point windowing point multiplication algorithm performs these point additions and
point subtractions in an e—cient manner.

The flrst main step of the flxed-point windowing point multiplication algorithm
is the ofi-line precomputation of the points 2"'P for i = 1:::d(I + 1)=we j 1 (Steps
1{2.1).

The second main step of the flxed-point windowing point multiplication algo-
rithm is the recoding of the multiplier k (Steps 3{3.4).

The third main step of the fixed-point point multiplication algorithm is the point
multiplication process (Steps 5{5.3). This is an iterative process that adds a point
k!(2"'P) by adding the point 2"'P to an accumulated point when k! > 0 or by
subtracting the point 2%'P when k! < 0. From the iteration at which the point 2¥'P
is added or subtracted till the last loop iteration, the accumulated point is added
to itself k! times; therefore, the accumulated point incorporates the point k!(2"'P)

in its result.
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Assuming ofi-line precomputation, the point multiplication requires approxi-
mately 2¥i! + |=w point additions (including subtractions), where | ... dlog, ke.

The algorithm also requires the storage of approximately dl=we points.

Algorithm 2.8.2.1: Fixed-point windowing point multiplication algorithm
Inputs: P { fBed-point to multiply
k=" 111Kk2', k; 2[0;1] { point multiplier

Output: kP
/* Ofi-Line precomputations: Pj = 2W'P */
1. Po=P
2. fori=1tod(l+1)=we j 1 do

2.1 Pi - 2WPii1

end for P
/* Recoding of ki k= 0xD=Weilyd owi 0 5 [5owil: pwily x/
3. fori=0tod(l+1)=we j 1do

31kl=k mod 2%

3.2if K, 2Wil then

321k =j§(2" i k)

3.3k=K j k?
3.4 k = k=2W
end for

/* Initialization */
4 A=0;B=0
/* Point multiplication */
5. for j =2%il downto 1 do
5.1 for each i for which k! = j do
5.1.1 B =B + P;j
5.2 for each i for which k! = jj do
521B=B j P
53A=A+B
6. Return (A)

Fixed-Point Comb Point Multiplication Algorithm

The flxed-point comb point multiplication algorithm, described by Algorithm 2.8.2.2,

is based on the flxed-base comb exponentiation algorithm introduced in [LL94].
The flxed-point comb point multiplication algorithm arranges the scalar mul-

tiplier k = P:Lé ki2' as shown to the left of the vertical bar in Figure 2.4. The

arrangement of the multiplier k consists of v two-dimensional arrays, where each
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two-dimensional array contains h rows and b columns and where | = ah and a = vb
(note that the multiplier k can be extended by adding zeros to the most signiflcant
bit positions to meet these conditions).

The contribution of digit k; in the point multiplication kP = P:itl) ki2'P, k;2'P,
is shown in Figure 2.4 as follows. The weight of a multiplier k; within a row is listed
in the top row and the weight of a row is listed to the right of the vertical bar. To
determine the contribution of bit k; multiply the weight at the top of the column
containing k;, the weight of the row that contains k;, and the value of k;; this process

forms the value k;2'P.

2vil S 2 1
o1 o K ko P
k(h jla+bjl B k(h jDa+1 k(h iDa 2(h i 1)aP
Kabj1 il Kp+1 kp 2hp
Ka+20j1 L Katb+1 Kawb sa+bp
k(h il)a+2bjl e k(h iDa+b+1 k(h i a+b 2(hiba+bp
kvb il=ajl N k(v i Db+1 k(V i )b 2(V i :{.)bp
Ka-+vb il=2aj1l o ka+(v i Db+1 ka+(v i 1)b oa+(vilbp
k(h ila+vbjl=ahjl --- k(h i Da+(vi )b+l k(h i Da+(vilb 2(hiDa+(vilbp

Figure 2.4: Arrangement of multiplier k for the flxed-point comb point multiplication
algorithm

The flxed-point comb point multiplication algorithms makes use of a two dimen-
sional precomputation table consisting of v rows and 2" j 1 columns. Each entry
in the table is a precomputed point. There is one row in the table for each of the
two dimensional arrays in Figure 2.4 (v two dimensional arrays). There is also one

column in the table for each binary combination of the h-tuple formed by the digits
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in the columns of the two-dimensional arrays excluding the h-tuple containing only

zeros (2" § 1 columns).

A precomputation table entry in Algorithm 2.8.2.2 is denoted
G[array_index][entry_index], where array_index is an integer in the range [O; V)
that refers to one of the v two dimensional arrays in Figure 2.4 and where the
entry_index is an integer in the range [1;2") that refers to a column in the table

corresponding to the binary representation of an h-tuple containing digits of k.

In Algorithm 2.8.2.2, a column is pointed to by Ig., = P?ziol Kiatps+r2t, Where s
specifles a two-dimensional array and r specifles a column in it. Note that the entry
GJs; Is.r] in the lookup table contains the point P:‘:‘Ol(ktaerSHZta*bS*r)P. A sample
precomputation table is shown in Figure 2.5.

Figure 2.5: GJs; ls.r] precomputation table for the flxed-point comb point multipli-
cation algorithm

S~ lsr S22l E 2 1
0 o idg 2P o 2ap P
1 1 Pziol 2ia+bp ce 2a+bP 2bP
= p i 3 o
vil P=|01 sla+(Vilbp | .- | 2a+(ViDbp | o(Vilbp

The flrst main step of the flxed-point comb point multiplication algorithm is the
ofi-line computation of the precomputation table (Steps 1{2.2.1).

The second main step is the point multiplication process (Steps 5{5.2.2.1). This
is an iterative process consisting of b steps, each of which consists of v sub-steps. In
each sub-step, a precomputed point corresponding to a column in one of the v two-
dimensional arrays is added to an accumulated point. The v sub-steps adds point
corresponding to the same column in each of the v two-dimensional arrays. In each

main step, the accumulated point is doubled and to it is added the point computed
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by the v sub-steps (this is analogous to the double-and-add point multiplication
algorithm).

Algorithm 2.8.2.2: Fixed-point comb point multiplication algorithm
Inputs: P { f‘_.x,ed—point to multiply
k=" 1ilki2!, k; 2 [0;1] { point multiplier
h { number of blocks in which k is divided, also
the number of rows in the precomputation matrix
a { width of the blocks
v { number of sub-blocks in which each block is further
subdivided
b { width of the sub-blocks
Output: kP
/* Ofi-Line precomputations */
l.fori=0toh j1ldo
1.1 P =23p
end for
/* Compute precomputation array. */
2. fori=1to2" 3 1do
216[0l= Mli:p; iz hitiop g 21[0;1] */
j=0"1"1] j=0 "= 1 !
22. forj=1tov jldo
2.2.1 G[j][i] = 2 G[o][i]
end for
end for
/* Initialization */
4. A=0
/* Point multiplication */
5. forr=>bj 1 down to 0 do

51 A=2A
52fors=v j Igdown to 0 do
521 gy = 't"ziol Kat+bs+r2' /* precomputation table index. */

522 if ls;y & 0 then
5221 A=A+ G[s][lsr]
end for
end for
6. Return (A)

Assuming ofi-line precomputation, the fixed-point comb point multiplication al-
gorithm requires, on average, b j 1 point doubles and a j 1 point additions. This

algorithm also requires the storage of v(2" j 1) points.
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2.8.3 Summary of Point Multiplication Algorithms

Table 2.12 summarizes the complexity and the storage requirements for the point
multiplication algorithms discussed in the previous sections. The complexity is spec-
ifled in terms of point additions (including point subtractions) and point doubles.
The storage requirements are specifled in terms of the number of points that needs
to be stored.

The results in Table 2.12 highlight that generic point multiplication algorithms
require about one point double per bit in the binary representation of k. The results
also demonstrate that the generic point multiplication algorithms difier in how they
reduce the number of point additions.

The double-and-add, the addition-subtraction, and the Montgomery point mul-
tiplication (for GF (2™) only) algorithms require no precomputation. The addition-
subtraction point multiplication algorithm reduces the number of point additions
over the double-and-add point multiplication algorithm by recoding the multiplier
k (point subtractions are treated as point additions). The other generic algorithms
include combinations of multiplier recoding and precomputation. The number of
precomputations in these algorithms grows exponentially with the window size, and
the number of point additions, excluding the ones required for the precomputations,
grows inversely proportional with the window size. The exponential growth in the
number of precomputation limits the optimal window sizes of the difierent algo-
rithms to relatively small values (w < 6 in the examples shown later). The memory
requirements grow exponentially, as each precomputed point requires storage.

The flxed-point windowing point multiplication algorithm does not require point
doubles. The number of point additions required by this algorithm exhibit growth
similar to that of the generic point multiplication algorithms that use precomputa-

tions. The number of point additions contains a component that grows exponentially
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with the window size and a component that grows inversely proportional with the
window size. As for generic algorithms, this behavior limits the optimal window
sizes to relatively small values (w < 6 in the examples shown later). The memory
requirement of the flxed-point windowing point multiplication algorithm grows in-
versely proportional with the window size, a feature that is unique among the point
multiplication algorithms studied here that use precomputation.

The processing time of the flxed-comb point multiplication algorithm is con-
trolled by the parameters a and b, which are under user control. The number of
point additions is ruled by a ... m=h and the number of point doubles is ruled by
b = (m=h)=v, where a = vb and where m ... log, k. To reduce the number of point
additions and point doubles, one will choose a large value for h. To further reduce
the number of point doubles, one will choose a large value for v. The user choice is
likely to be restricted by the memory requirements.

The memory required grows exponentially with h and linearly with v ((2" j 1)v
points). An advantage of the flxed-comb point multiplication algorithm over the
flxed-point windowing point multiplication algorithm is that the user has full control
of the processing time and memory requirements, which allows him/her to make
best use of the available resources. For example, if storage can only be provided for
four points, as could be the case for memory constrained devices, one could choose
h equal to two and v equal to one. With these selections a point multiplication
using the flxed-comb point multiplication algorithm can be computed with m=2
point additions and m=2 point doubles. Under the same conditions, the flxed-point
windowing point multiplication algorithm requires a window size of the order of
m=4. For this window size, the flxed-point windowing point multiplication algorithm
requires approximately 2M=4i! point additions.

Table 2.13 shows the complexity and the memory requirements for the point
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multiplication algorithms discussed here for elliptic curves deflned over flelds GF (p)
and GF (2™), where k, p, and m are 160-bits numbers. This table shows exam-
ples that use a—ne coordinates (A), Jacobian coordinates (J), and the projective
coordinates used in [LD99b] for curves deflned over GF (2™) (LD). The results
in this table assume negligible time for the computation of squares in GF (2™) and
assume the same processing cost for multiplications and squares in GF (p). The stor-
age requirements for GF (p) assume the representation of numbers in nonredundant
number representation.

In Table 2.13, the results for the flxed-point comb point multiplication algorithm
approximate the processing time of the flxed-point windowing point multiplication
algorithm. It is important to highlight that for the flxed-point comb point multi-
plication algorithm, the processing time can be made arbitrarily small if provided
enough memory. Finally, the results in Table 2.13 do not include the processing cost
of coordinate conversions.

The results in Table 2.13 demonstrate that the processing time for flxed-point
point multiplication algorithms are significantly lower than for general point mul-
tiplications. For the examples provided in this table for curves deflned over flelds
GF (p), there are moderate changes in processing cost for the generic point multi-
plication algorithms. For the examples provided for curves deflned over GF (2™M),
the processing cost for the Montgomery point multiplication algorithm is lower than
for the other generic point multiplication algorithms. The results in Table 2.13 do
not use inverses when computing the precomputed values for the generic algorithms.
It may be beneflcial to use inverses for curves deflned over flelds GF (2™), because
inverses in these flelds can be computed with fewer than 2dlog, me fleld multiplica-
tions using Fermat’s Little Theorem. The same is not true for curves deflned over

flelds GF (p) because inverses in these flelds require over log, p fleld multiplications,
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when computing inverses using Fermat’s Little Theorem.

Table 2.12: Complexity of point multiplication algorithms

Algorithm Complexity (ave.) Storage
(log, k... m) requirements
# point double | # point addition # points
double-and-add m m=2 2
w-ary Vil m 2Vl 4+ m=w 2w
addition-subtraction m m=3 2
signed w-ary 2YiZ +m 2YiZ + m=w Wil
width-w m 2YiZ + m=(w + 1) 2Wi2
addition-subtraction
Montgomery m m 1 (a—ne)
(GF(2™) only) 2 (X,Z proj.)
flxed-point windowing 0 2Wil + m=w m=w
flxed-point comb b a v(2" § 1)

(m =ah; a=vbh)
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Table 2.13: Complexity of point multiplication algorithms for k = 160 ... m ... log, p

Algorithm Coord. Op. w GF (p) GF(2™)
# mult. | kbytes | # mult. | kbytes
double-and-add 23 1 7 N/A | 2480 0.1 1680 0.1
A+J 1]
w-ary 2J v J 4 2448 0.94 1560 0.94
J+J 1]
addition-subtraction 23 1 J N/A 2187 0.1 1387 0.1
A+J 1]
signed w-ary 2 v J 5 2320 0.94 1440 0.94
J+J 1 J
width-w 2J v J 5 2155 0.47 1320 0.47
addition-subtraction J+J 1]
Montgomery 2LD " LD & | N/A| N/A N/A 960 0.12
(GF (2™) only) LD+LD ¥ LD
flxed-point windowing 23 1 J 5 528 1.25 528 1.25
A+J 1 ]J
flxed-point comb 2 17 N/A 540 2.34 540 1.17
(m =ah; a=vb) A+J 1 ] (h=4,v=4) (h=4,v=2)
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Chapter 3

Elliptic Curve Processor

Architecture

3.1 Architecture

The point multiplication algorithms discussed in the previous section are elliptic
curve and point representation independent. The main characteristics of these al-
gorithms include the recoding of the multiplier k, the precomputation of frequently
used values using point additions and doubles (if required by the algorithm), and
the iterative computation of point multiplication using point additions, subtractions
and doubles. When using projective or mixed coordinates, the point multiplication
algorithms also require coordinate conversions from a—ne to projective coordinates
and from projective to a—ne coordinates.

All the point multiplication algorithms discussed in the previous sections share
a hierarchical structure similar to that shown in Figure 3.1.

At the top of the hierarchy is the point multiplication function. This function

is responsible for orchestrating the computation of point multiplications using the

59



Poaint
Multiplication
qu_nt Point Coordinate
Addition/ .
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Addition/ Multrlﬁtl:ition
Subtraction P

Figure 3.1: Point multiplication hierarchy

services provided by the point addition/subtraction, the point double, and the co-
ordinate conversion functions.
In the computation of a point multiplication using projective or mixed coordi-

nates, the point multiplication function does the following:

1. Commands the coordinate conversion function to convert the point to be mul-

tiplied from a—ne to projective coordinates.

2. Orchestrates the computation of the precomputed points, if required, by com-
manding the point addition/subtraction and the point double functions to add

and double points.
3. Records the multiplier k.

4. Orchestrates the computation of kP by examining the digits of the recoded
k, and, based on their value, commanding the point addition/subtraction and

the point double functions to add and double points.

5. Commands the coordinate conversion function to convert the resulting point

to a—ne coordinates.
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The coordinate conversion function converts points from a—ne to projective or
from projective to a—ne coordinates using algorithms that require the services pro-
vided by the fleld addition/subtraction, the fleld multiplication, and the fleld inver-
sion functions.

The point addition/subtraction and the point double functions compute point
additions/subtractions and point doubles using algorithms that require the services
provided by the fleld addition/subtraction and the fleld multiplication functions.

The fleld inversion function computes inverses using an algorithm that requires
the services provided by the fleld multiplications function.

From the previous discussion it is evident that the point multiplication, the co-
ordinate conversion, the point addition/subtraction, the point double, and the flnite
fleld inversion functions are mainly control functions. The fleld addition/subtraction
and fleld multiplication are the basic arithmetic functions. This separation of con-
trol and arithmetic functions is re ected in the elliptic curve processor architectures
introduced here.

Figure 3.2 shows a block diagram of the elliptic curve processor architectures
introduced in this work. In this flgure, the solid lines represent busses that carry

data and the dotted lines represent signals that carry control information.

Main Controller Arithmetic Unit Arithmetic Unit
Controller
~<o06L— point Multiplication [~ Point Addition/ | oy | Field Addition/
woffrom  <SANS__ lstatus Subtraction [~ == Subtraction
Host  command._, System I/O | command Paint Double status Field Multiplication
C_oordlnate _Conv. Comparison
Field Inversion

, data | S (kP) \LT P)T
N

Figure 3.2: Elliptic curve processor architecture

The elliptic curve processor is composed by an arithmetic unit and two pro-
grammable processors { the main controller and the arithmetic unit controller.

The main controller (MC) realizes the point multiplication function, and, in
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addition, is responsible for system input/output (system 1/0).

The arithmetic unit controller (AUC) realizes the point addition/subtraction,
the point double, the coordinate conversion, and the fleld inversion functions. The
AUC also controls the multiplier, the squarer (GF (2™) only, optional), the adder,
and the comparator circuits embedded in the arithmetic unit.

The arithmetic unit (AU) is the computational engine of the elliptic curve pro-
cessor. This work considers arithmetic units for GF (p) and for GF (2™) flnite fleld
arithmetic.

The arithmetic unit for GF (p) fleld arithmetic incorporates a multiplier, one
or more adders (depending on the number representation), a comparator, and a
register flle. All these components work under the control of the AUC.

The arithmetic unit for GF (2™) fleld arithmetic incorporates a multiplier, a
squarer (optional), an adder (for some types of multipliers), a comparator, and a
register flle. All these components work under the control of the AUC.

The multiplier, the squarer, and the adder circuits are used to perform the
arithmetic operations required to compute point multiplications.

The comparator is used to perform the comparisons required in the point mul-
tiplication process. For example, before performing a point addition it is often nec-
essary to determine that the two points to be added are difierent from one another
and that they are not the additive inverse of each other (P & Q and P & j Q). De-
termining these conditions requires the comparison of the coordinates of the points
P and Q, or the comparison of the difierence of their coordinates against zero.

The register flle is the set of registers used to store precomputed points, elliptic
curve parameters, and temporary values.

The following sections describe the architecture of the MC and the AUC, whose

architectures are similar for processors that perform point multiplication for curves
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deflned over flelds GF (2™) and for processors that compute point multiplication for
curves deflned over flelds GF (p).

The discussion of the MC and AUC controllers is followed by sections that de-
scribe the AU for processors that perform point multiplication for curves deflned
over flelds GF (2™) and for processors that compute point multiplication for curves

deflned over flelds GF (p).

63



3.2 Main Controller (MC)

The MC is a reduced instruction set processor. This section describes a possible
architecture for this processor. The details of the implementation are not presented
here. Details on the implementation of processors can be found in [Tan84].

The MC is responsible for orchestrating the point multiplication process. In the
computation of a point multiplication using mixed or projective coordinates, the
MC is responsible for the following: commanding the AUC to convert the point to
be multiplied from a—ne to projective coordinates; commanding the AUC to per-
form the needed precomputations; recoding the multiplier k (if necessary); guiding
the point multiplication process by commanding the AUC to do point additions,
subtractions, and doubles; and commanding the AUC to convert the resulting point
from projective to a—ne coordinates. The MC is also responsible for synchronizing
I/0 operations with the host processor.

To take advantage of the features provided by the difierent algorithms while
maintaining a flxed logic footprint and timing behavior, this work recommends the
implementation of the MC using a programmable processor.

The degree of sophistication of the MC processor is a function of the algorithms
to be supported. The system 1/0 and the ability to dispatch commands to the
AUC is similar for all the point multiplication algorithms. The details of the point
multiplication process difier from one algorithm to another.

The point multiplication process of the difierent point multiplication algorithms
include one or more loops in which point additions, subtractions and doubles are
commanded based on the processed bits of the multiplier k. Processing the bits of k
could involve logical operations, such as testing bits; arithmetic operations; shifting

operations; and the storage of processed values. In addition, the processed values
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could be used to indirectly address precomputed values.

Multiple MC architectures could be devised for an elliptic curve processor. This
section presents a reduced instruction set processor architecture. This architecture is
generic in the sense that it does not necessarily perform functions speciflc to elliptic
curve point multiplication. These functions are realized with software running in
the processor.

The basic instruction set supported by the processor is listed in Tables 3.1 and
3.2. The symbols and variables used in these tables are deflned in Table 3.3. The
instruction formats are summarized in Figure 3.3. To facilitate decoding, the in-
structions are divided in three flelds. Unused flelds are left blank in the instruction
formats.

The instruction set includes logical (and, not), arithmetic (add), shift, con-
trol (branch and subroutine instructions), and data move instructions (load, store,
move). The addition instructions along with the status ags support two’s comple-
ment arithmetic. The instruction set also supports a limited number of direct and
indirect addressing modes. The logical, shift, and arithmetic instructions operate on
register data. The basic instruction set specifled here is purposely limited to support
the functions that need to be performed by the MC processor. This instruction set
can be extended to support more complex functions or can be reduced further to
reduce the complexity and to increase the throughput of the processor.

The basic architecture presented here does not specify a speciflc number of data
registers nor does it specify the range of the data and address flelds of the in-
structions, which allow sizing the processor architectures according to the system
requirements.

For simplicity of use, all the instruction execute in one processor cycle, where the

period of a processor cycle is a function of the complexity and performance expected
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from the processor.

Figure 3.4 shows a block diagram of the MC processor. This flgure shows the data
paths represented with solid lines and the most important control paths represented
with dotted lines. The functions performed by the components of the processor are
summarized in Table 3.4.

The following can be a sample implementation of the MC. The instruction op-
erational codes, referred to as opcodes, require at least flve bits. If the controller
incorporates eight registers, it requires at least three bits to address all the regis-
ters. Finally, assuming that the instructions uses eight bits for address and data
flelds, the instructions will be 16 bits wide. The sample processor will be capable of
running programs containing a maximum of 256 instructions and can also indirectly
access 256 bytes of data memory. The registers will be at most eight bits wide and
the ALU/Shifter will be an eight-bit unit. The PC stack memory can be sized so
that a reasonable number of subroutine nesting can be supported; for example, the
PC stack memory could provide storage for 16 return addresses.

The sample processor described above is expected to execute one instruction per
processor cycle. The processor cycle could consist of multiple system clock cycles
when the processor is pipelined to maximized system throughput. Note that to
maximize system throughput, the AUC and the AU must operate at the maximum
clock rate possible. The rate of computation of each of these devices is higher than
the rate of computation of the MC. As an example consider the case of a point
multiplication using the double-and-add point multiplication algorithm. In this
example, the MC must inspect one bit of the multiplier k and must then command
the AUC to do a point double and possibly a point addition. The MC operation
will take few processor cycles, while the AUC and the AU must compute at least

16 modular multiplications, each requiring a relatively large number of clock cycles
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when using Jacobian coordinates with elliptic curves deflned over flelds GF (p).

Table 3.1: MC instruction set { execution control instructions

Instruction Syntax Operation Afiected | Format
ags

branch direct bd addr | (PC) = addr 2
branch zero bdz addr | if (Z) = 1 then (PC) = addr 2
direct else (PC) = (PC) +1
branch carry bdc addr | if (C) = 1 then (PC) = addr 2
direct else (PC) =(PC) +1
branch over ow | bdv addr | if (V) = 1 then (PC) = addr 2
direct else (PC) = (PC) + 1
branch positive | bdp addr | if (P)= 1 then (PC) = addr 2
direct else (PC) =(PC) +1
branch indirect | bi reg (PC) = (reg) 3
branch zero biz reg if (2)= 1 then (PC) = (reg) 3
indirect else (PC) = (PC) + 1
branch carry bic reg if (C) = 1 then (PC) = (reg) 3
indirect else (PC) = (PC) + 1
branch over ow | biv reg if (V) =1 then (PC) = (reg) 3
indirect else (PC) = (PC) + 1
branch positive | bip reg if (P) =1 then (PC) = (reg) 3
indirect else (PC) = (PC) +1
jump subroutine | jsrd addr | ((PCSP)) = (PC)+1 2
direct (PC) = addr

(PCSP) = (PCSP)+1
jump subroutine | jsri reg ((PCSP)) = (PC)+1 3
indirect (PC) = (reg)

(PCSP) = (PCSP)+1
return ret (PCSP)= (PCSP)-1 1

(PC) = ((PCSP))
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Table 3.2: MC instruction set { data manipulation and arithmetic instructions

Instruction Syntax Operation Afiected | Format
ags

load reg Id regd, data (regd) = data 4

immediate (PC)=(PC) +1

load reg Idi regd, regs (regd) = ((regs)) 5

indirect (PC)=(PC) +1

store register sti regd, regs ((regd)) = (regs) 5

indirect (PC)=(PC) +1

move mv regd, regs (regd) = (regs) 5
(PC) = (PC) + 1

add add regd, regs | (regd) = (regd)+(regs) C\V,pz 5
(PC)=(PC) +1

add with carry | addc regd, regs | (regd) = (regd)+(regs)+(C) | C,V,P,Z 5
(PC)=(PC)+1

shift right sr regd, regs (regd) = [(C)//(regs)]>=>1 CPhz 5

arithmetic (C) = (regs) && 1
(PC)=(PC) +1

bitwise and and regd, regs | (regd) = (regd) && (regs) P,z 5
(PC)=(PC) +1

bitwise not not regd, regs | (regd) = !(regs) P,Z 5

(PC) = (PC) + 1

Format Graphical representation of MC instructions

1 | opcode | | |
2 | opcode | | addr |
3 | opcode | | reg |
4 | opcode | reg | data |
5 | opcode | reg | reg |

Figure 3.3: MC instruction format
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Table 3.3: MC instruction set symbols

Symbol Description

PC Program counter register. Points to the instruction to be executed.

PCSP | Program counter stack pointer register. Points to the location in the PC
stack memory where to store the next return address on the next
subroutine call.

C Indicates if the result of the last operation that sets ags generated a carry.

P Indicates if the result of the last operation that sets ags was positive.

\Y Indicates if the result of the last operation that sets ags generated an
over ow.

Z Indicates if the result of the last operation that sets ags was zero.

) Represents the content of; for example, (PC) represents content of the PC
register.

»n Represents the content of the content of; for example ((PSCP)) represents
the content of the memory address which value is contained in the PSCP
register (if (PSCP) is 100 then ((PCSP)) represents the value stored

in memory location 100).

[1 Parenthesis.

&& Represents bitwise and.

! Represents bitwise not.

>> Represents right shift of one bit.

// Represent catenation of values.

regd Represents the destination register, which is the register that will get the
result of an operation or the register that contains the address of the
memory location where the result is to be stored.

regs Represents the source register, which is one of the registers providing a
value or the register containing the address of the memory location that
will be providing a value.
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Table 3.4: MC components

Component Description
Controller Interprets instructions and based on its interpretation controls the
components of the processor.
PC Stack Stores return addresses while the processor is executing subroutine
Memory instructions.
Program Stores program. DPRAM conflguration allows the host processor to
Memory load difierent programs into the processor without having to

reconflgure the elliptic curve processor. If reprogrammability is not
necessary, the memory can be conflgured as a ROM.

Data Memory

Stores program data. Also used by the host processor to pass
commands and the multiplier k to the MC.

ALU/Shifter

Performs logical, arithmetic, and shift functions. Supports two’s
complement arithmetic.

Data Hold operands and addresses during command execution.

Register The content of these registers can be used in logical, arithmetic, and
shift operations. The registers can be loaded with results from the
aforementioned operations, with the content of memory locations, or
with data included in a load instruction. The content of a register
can be used to indirectly access memory locations.

Status Hold status ags: C,V,P,Z. These ags are updated by the

Register ALU/Shifter. This register also shares the features of data registers,
which allows ags to be stored, manipulated, and restored. These
features facilitate data manipulation in subroutines.

AUC Input | Relays the status of the AUC.

Register This register also shares the features of data registers with the
exception that it can only be loaded with status information from the
the AUC.

AUC Output | Register used to relay commands and data to the AUC.

Register This register also shares the features of data registers with the

exception that its output is only forwarded to the AUC.
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3.3 Arithmetic Unit Controller (AUC)

The AUC is a reduced instruction set processor. This section describes a possible
architecture for this processor. The details of the implementation are not presented
here. Details on the implementation of processors can be found in [Tan84].

The AUC is responsible for processing MC commands. The AUC processes
MC commands by guiding the AU through the computation of the necessary fleld
arithmetic operations.

In the computation of point multiplications, the AUC is responsible for guiding
the AU in the computation of point additions, point subtractions, point doubles,
coordinate conversions, and fleld inversions. The computation of these operations
includes fleld additions, fleld subtractions, fleld squares, fleld multiplications, and
comparisons of flnite fleld elements. The computation of the aforementioned oper-
ations also requires the storage and use of system parameters, input data, precom-
puted values, and temporary results.

The AU by itself does not compute any of the aforementioned operations. The
AU includes hardware that, under the control of the AUC, is capable of computing
fleld additions, fleld subtractions, fleld multiplications, fleld squares, and compar-
isons of flnite fleld elements. The AUC also manages the storage and the use of
data stored in the AU’s register flle. For example, in the computation of a fleld
multiplication, the AUC sets and clears control signals that force the AU multi-
plier hardware to compute fleld multiplications (note that this function would be
typically implemented with a state machines running in the AU).

The AUC's tight control of the AU hardware allows the elliptic curve processor
to maximize the throughput the AU by e—ciently scheduling operations and by con-

currently using the processing elements in the AU. For some conflgurations it also
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allows the AUC to use speciflc features of the AU hardware that would otherwise
be hard to exploit. For example, some multipliers compute multiplication by accu-
mulating partial results. The AUC can exploit this feature by using the multiplier
as an adder thus saving the elliptic curve processor from having to incorporate an
adder.

To maximize the throughput of the elliptic curve processor, the AU hardware
must operate at the maximum clock rate possible. To control the AU hardware, the
clock rate of the AUC must match that of the AU. This last requirement suggest
the use of a very simple processor capable of executing at high clock rates.

Multiple AUC architectures could be devised for an elliptic curve processor. This
section presents a reduced instruction set processor architecture. This processor
architecture is generic in the sense that it does not necessarily perform functions
speciflc to elliptic curve point multiplication nor does it specify an architecture for
the AU. The control sequences that the AUC dispatches to the AU are programmed
into the processor. The AU control signals are wired to one or more output registers
of the AUC. The AU and the MC status signals are wired to the AUC status register.

The basic instruction set supported by the AUC processor is listed in Table 3.5.
The symbols and variables used in this table are deflned in Table 3.6. The instruction
formats are summarized in Figure 3.5. To facilitate decoding, the instructions are
divided in three flelds. Unused flelds are left blank in the instruction formats.

The instruction set includes control (branch and subroutine instructions) and
data move instructions (load, move). The conditional branch instructions include
a mask fleld. The mask fleld is OR’ed with the status ags, and, if the result in
nonzero, the branch is taken. This conflguration allows the AUC to process multiple

ags concurrently.

The basic instruction set specifled for the AUC is purposely limited to support
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the functions to be performed by the AUC, which are mainly control functions.
This instruction set can be extended to support more complex functions or can be
reduced further to reduce the complexity and to increase processor throughput.

The basic architecture presented here does not specify a speciflc number of data
registers nor does it specify the range of the data and address flelds of the in-
structions, which allow sizing the processor architectures according to the system
requirements.

To maximize the elliptic curve processor throughput, each instruction of the
AUC executes in one clock cycle. Note that in the design specifled here, both the
AUC and the AU must use the same clock source.

Figure 3.6 shows a block diagram of the AUC processor. This flgure shows
the data paths represented with solid lines and the most important control paths
represented with dotted lines. The functions performed by the components of the
processor are summarized in Table 3.7.

The AUC processor architecture presented here is to a degree a subset of the
MC processor architecture. Each processors contain a controller that interprets
instructions and dispatches control sequences to the components of the processor.
Each processor receives inputs via registers and outputs data and control via regis-
ters. The main difierence between the two processor architectures is the instruction
sets they support. The AUC supports a very reduced instruction set that lacks
arithmetic, logical, and instructions that deal with data memory. The AUC also
incorporates branch instructions that allows it to concurrently process multiple sta-
tus bits. The status bits presented by the AU and the MC are implementation
dependent. The AUC samples the relevant status bits by applying a mask to the
content of the status register. If any of the ags is set, the processor proceeds to

execute instructions from the specifled branch address.
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The following can be a sample implementation of the AUC. The instruction op-
erational codes requires at least four bits. If the controller incorporates 16 registers,
it requires at least four bits to address all the registers. These same bits can be use
to support four status ags. Finally, assuming that the instructions uses a 24-bits
data fleld, the instructions will be 32 bits wide. Note that the registers are capa-
ble of concurrently controlling 24 AU control signals. These signals could control,
among others, the AU’s multiplier, adder, and register flle.

The sample processor will be capable of dispatching control sequences that ma-
nipulate up to 24 control signals per clock cycle. The instruction provides the
capacity to execute programs of up to 224 instructions, but in reality the number of
instructions that need to be handled by the processor will be much smaller. For ex-
ample, if the AUC needs to support programs of at most 2048 instructions, the least
signiflcant 11 bits of the address fleld will drive the address signals of the program
memory. In this example, the PC and the input of the PC stack memory will also
be 11 bits wide. The PC stack memory can be sized so that a reasonable number
of subroutine nesting can be supported; for example, the PC stack memory could

provide storage for 16 return addresses.
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Table 3.5: AUC instruction set

Instruction Syntax Operation Format

no operation nop (PC)=(PC) +1 1
branch direct bd addr (PC) = addr 2
branch conditional | bdm mask, addr | if ( ags jj mask) '= 0 6
direct then (PC) = addr

else (PC) = (PC) +1
branch indirect bi reg (PC) = (reg) 3
branch conditional | bim mask, reg if ( ags jj mask) '=0 7
indirect then (PC) = (reg)

else (PC) = (PC) +1
jump subroutine jsrd addr ((PCSP)) = (PO)+1 2
direct (PC) = addr

(PCSP) = (PCSP)+1
jump subroutine jsri reg ((PCSP)) = (PO)+1 3
indirect (PC) = (reg)

(PCSP) = (PCSP)+1
return ret (PCSP)= (PCSP)-1 1

(PC) = ((PCSP))
load reg immediate | Id regd, data (regd) = data 4

(PC)=(PC)+1
move mv regd, regs (regd) = (regs) 5

(PC)=(PC)+1

Format Graphical representation of AUC instructions

1 | opcode | | |
2 | opcode | | addr |
3 | opcode | | reg |
4 | opcode | reg | data |
5 | opcode | reg | reg |
6 | opcode | mask | addr |
7 | opcode | mask | reg |

Figure 3.5: AUC instruction format
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Table 3.6: AUC instruction set symbols

Symbol Description
PC Program counter register. Points to the instruction to be executed.

PCSP | Program counter stack pointer register. Points to the location in the PC
stack memory where to store the next return address on the next subroutine
call.

mask | Binary value to be OR’ed with the content of the status register. The
result of the OR operation is used to determine if a branch is to be taken.

ags | Status ags implemented in the status register.
) Represents the content of; for example, (PC) represents content of the
PC register.
() Represents the content of the content of; for example ((PSCP)) represents
the content of the memory address which value is contained in the
PSCP register (if (PSCP) is 100 then ((PCSP)) represents the value
stored in memory location 100).
I= Not equal.
il Bitwise OR.
regd Represents the destination register (or the register that will get
the data in a load or move instruction).
regs Represents the source register.
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Figure 3.6: Arithmetic unit controller
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Table 3.7: AUC components

Component Description
Controller | Interprets instructions and based on its interpretation controls the
components of the processor.
PC Stack | Stores return addresses while the processor is executing subroutine
Memory instructions.
Program Stores program. DPRAM conflguration allows the host processor to
Memory load difierent programs into the processor without having to
reconflgure the elliptic curve processor. If reprogrammability is not
necessary, the memory can be conflgured as a ROM.
Data Hold operands and addresses during command execution. These
Register registers can store frequently used values, subroutine parameters,
data frequently written to output registers, etc. The content of
the data registers can also be used to store branch addresses.
Status Holds MC and AU status ags; for example, the status resulting from
Register the comparison of two fleld elements in the AU.
MC Input | Relays command and data from the MC to the AUC. In the model
Register presented here, the MC identifles a command by the address of the
function that perfoms the functions specifled in the command. Upon
receiving a command, the AUC jumps to the routine whose address
is specifled in the MC input register.
MC Output | Relays status to MC.
Register
AU Output | Registers used to relay control sequences to the AU. Each register
Register has the capacity to set/clear a set of AU control signals; therefore,

functions that must be handled concurrently must be allocated to the
same register. The control sequences are latched in the registers.
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3.4 Arithmetic Unit (AU)

The AU is the main processing engine of an elliptic curve processor. The AU perfor-
mance dictates the performance of the elliptic curve processor. For high performance
elliptic curve processors, the AU complexity also dictates the complexity of the el-
liptic curve processor, because for these implementations the aggregate complexity
of the MC and the AUC is low in comparison with the complexity of the AU.

The AU is responsible for performing fleld additions, subtractions, multiplica-
tions, squares, and comparisons of flnite fleld elements. The AU is also responsible
for storing elliptic curve parameters, precomputed values, and temporary values.
Figure 3.7 shows a functional diagram of an AU.
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Figure 3.7: Functional block diagram of the arithmetic unit

The adder, subractor, multiplier, and squarer functional blocks represent the
arithmetic functions performed by the AU.

The zero test function is used in the comparison of flnite fleld elements. In the
AU architectures presented here, the comparison of two fleld elements involves the
following steps. First, if necessary, the elements are reduced so that their values fall

in a common nonredundant range; that is, only one value represents a residue class.
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Then, one element is subtracted from the other and the result is compared against
zero.

The register flle represents the registers used to store elliptic curve parameters,
precomputed values, and temporary values. The host processor loads elliptic curve
parameters to the register flle and downloads point multiplication results from it via
the Di input and the Do output. The arithmetic functions write the results of their
operations into the register flle and read their operands from it.

Not all the blocks shown in Figure 3.7 need to be realized with independent
hardware. The AU for GF (p) presented here realizes the adder and the subtractor
functions with a single two’s complement adder and realizes the squarer and the
multiplier functions with a multiplier.

This work discusses multiple conflgurations for the AU for GF (2™). These con-
flgurations realize the adder and subtractor functions with a single adder circuit { in
GF (2™) addition and subtraction represent the same arithmetic operation. Depend-
ing on the multiplier used by a particular conflguration, the adder, the subtractor,
the squarer and the multiplier functions can be realized with a multiplier. Some of
the conflgurations realize the multiplier and squarer functions with a multiplier while
others use a multiplier and a squarer, thus taking advantage of the low complexity
of squaring in GF (2™) for the flelds and the irreducible polynomials recommended
for elliptic curve cryptography.

The AU works under the control of the AUC. The AUC control extends to all
the components of the AU. For example, for the computation of a multiplication
the AUC will need to generate the following command sequences. First, the AUC
must command the register flle to output one of the multiplication operands while
at the same time it must command the multiplier to latch the operand. The same

process is repeated to load the second operand. Then, the AUC generates the
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control sequences that guide the multiplier through its iterative process. After a
flxed number of iterations, the multiplier hardware computes a product. At this
point, the AUC conflgures mux1l and mux2 so that the multiplier output can be
transported to the register flle, and, at the same time, commands the storage of the
result in the register flle. The AUC enforces control over the AU by driving control
signals attached to the difierent components of the AU.

The following chapters describe arithmetic unit architectures for GF (p) and

GF (2™) fleld arithmetic.
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Chapter 4

GF(2™) Arithmetic Unit

4.1 Introduction

This chapter specifles AU architectures for GF (2™) arithmetic. These architectures
follow the general model introduced in Section 3.4. The difierent architectures
specifled here difier on their functional allocation of the functions shown in Figure
3.7 and on the complexity and the performance of their components.

This chapter starts with descriptions of adder, multiplier, squarer, zero test, and
register flle architectures, which are the main components used in arithmetic unit
architectures. The chapter ends with the specification of multiple arithmetic unit
architectures for which complexity and performance numbers are given.

This chapter describes one adder architecture, one register flle architecture, two

zero test architectures, six multiplier architectures, and two squaring architectures.

4.1.1 GF(2™) Multiplier Architectures

The most critical component of an arithmetic unit is its multiplier. The research of

GF (2™) multiplier architectures for standard basis has traditionally concentrated on
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parallel multipliers (see [LR71, YRT®84] for early references) and bit-serial multipliers
(see [STP86, YRT84] for early references). More recently, the following multiplier
types were introduced: hybrid multipliers [Mas91, PR97], digit-serial multipliers
[SP96], and super-serial multipliers [OP99]. The time-area characteristics of these
multipliers are summarized in Table 4.1.

The two super-serial multiplier architectures discussed in this dissertation were

developed by the author as part of the research work documented here.

Table 4.1: Time-area characteristics of GF (2™) multipliers

Type Area Time Notes
complexity | complexity
Parallel o(m?) o(1)
Digit-serial O(mD) O(m=D) | m=> D > 1, where D is the digit size.
Hybrid O(mp) O(m=p) | Only for composite flelds:

GF ((2)?) where m = pq

Bit-serial O(m) Oo(m)
Super-serial o(D) O(m?=D) | m> D > 0, where D is the digit size.
Area estimates ignore storage requirements.

Of the multipliers shown in Table 4.1, hybrid multipliers are the only ones whose
use is restricted to composite flelds. The use of composite flelds is discouraged for
elliptic curve cryptosystems. The framework for an attack on elliptic curve cryp-
tosystems that use composite flelds of the form GF ((2P)%) is described in [GHSO00].

The large flelds used for cryptographic applications, for which m ranges from
160 to over 1024, make the use of parallel multiplier architectures impractical for a
large number of applications. This work concentrates on bit-serial, digit-serial, and
super-serial multiplier architectures.

The following sections describe bit-serial, digit-serial, and super-serial multipli-
ers. Two basic versions of each of these multipliers are described. These correspond
to the most signiflcant bit/digit flrst (MSB/MSD) and the least signiflcant bit/digit

flrst (LSB/LSD) architectures. Most signiflcant bit/digit architectures compute a
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product by multiplying the multiplicand operand by the bits/digits of the multi-
plier operand, starting with the most signiflcant bit/digit of the multiplier operand
and ending with the least signiflcant one. Least signiflcant bit/digit architectures
compute a product by multiplying the multiplicand operand by the bits/digits of
the multiplier operand, starting with the least significant bit/digit of the multiplier
operand and ending with the most signiflcant one.

The description of each multiplier architecture in the following sections includes
the following: description of the multiplication algorithm, description of the hard-
ware architecture, and a summary of the estimated complexity and performance for
implementations using logic gates, generic gates, and FPGA logic. In this docu-
ment, generic gates refer to arbitrary two input gates. The complexity and timing
models used in this work are described in Appendix A.

The emphasis of this work is on the development of elliptic curve processor ar-
chitectures for programmable logic. Programmable logic possesses the distinctive
quality of allowing the instantiation of difierent circuits in the same hardware. This
quality is exploited here to reduce the logic complexity and to increase the per-
formance of arithmetic circuits. The following sections explore the complexity and
the performance of multipliers that support, for a given fleld GF (2™), arbitrary,
programmable, and flxed irreducible polynomials. For digit-serial architectures, the
programmable polynomials are restricted to optimal primitive polynomials accord-
ing to the deflnition given in [SP96]. A deflnition for optimal polynomials is given
here in Section 4.5.

Arbitrary polynomial implementations support arbitrary irreducible polynomi-
als. The least signiflcant coe—cients of the irreducible polynomials are programmed
into the multiplier. For example, when using the irreducible polynomial F(x) =

P.. : : . .
XM+ {1;,1 Tix', the f; coe—cients of the polynomial are programmed into the mul-
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tiplier. Note that all the coe—cients of the polynomial must be programmed.

Programmable polynomials provide support for a subset of all the possible poly-
nomials for a given m. These types of multipliers are geared towards supporting
the irreducible polynomials specifled in standards such as [IEE98, ANS98, ANS99,
FIP00], which for some flnite flelds GF (2™) recommend difierent irreducible poly-
nomials. To save logic, these implementations allow programmability of a subset of
the coe—cients of the irreducible polynomial. Some of the coe—cients are implicitly
set to zero. For example, a multiplier can support programmability of the least
signiflcant t coe—cients of the irreducible polynomial, where t < m. In this case the
coe—cients f; for t = i < m are set to zero. With these restrictions a multiplier can
support irreducible polynomials of the form F(x) = x™ + Pf;g fix'.

Fixed irreducible polynomial implementations support just one hardwired irre-
ducible polynomial. No provisions are made for programmability of the coe—cients
of the irreducible polynomial.

One would expect that general solutions would exhibit higher complexity and
possibly lower performance than specialized solutions. This is demonstrated in the
following sections by studying how the logic complexity and the performance of the
multipliers vary as their support for irreducible polynomials vary.

Each irreducible polynomial of degree m deflnes a fleld that is isomorphic to the
flelds deflned by other irreducible polynomials of degree m. Each irreducible polyno-
mial leads to a difierent fleld representation, and one can transform an element from
one representation to another. Because the security of elliptic curve cryptosystems
does not rest on the irreducible polynomials used to deflne flelds GF (2™), standards
recommend irreducible polynomials that facilitate implementations; for example,
the standards [IEE98, ANS98, ANS99, FIP00] recommend the use of trinomials

(F (x) = x™ + x' + 1) and pentanomials (F (x) = x™ + x' + x%2 + x% + 1),
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4.1.2 GF(2™) Squarer Architectures

Squaring is one of the most common arithmetic operations for algorithms based on
the discrete logarithm problem over flelds GF (2™) and over the groups formed by
elliptic curves deflned over flelds GF (2™).

Squaring in normal basis is a simple operation that can be realized with cyclic
shifts. On the other hand, squaring in standard basis for arbitrary flelds deflned by
arbitrary irreducible polynomials is a complex operation. Table 4.2 shows the area
and time complexity of bit-serial and parallel squaring architectures that support
arbitrary irreducible polynomials.

When restricting the problem of squaring in standard basis to use flxed trinomials
(F (X) = xM™+x'+1) and pentanomials (F (X) = x™+x"% +x%2+x% +1), which are the
type of polynomials recommended by the standards [ANS98, ANS99, IEE98, FIP00],
the complexity of squaring can be considered to be linear. Table 4.2 shows the
complexity of parallel squarers that support flxed irreducible polynomials. For the
case of trinomials and pentanomials, r is respectively two and four, where r is the
number of nonzero coe—cients of F (X) minus one.

The standards [ANS98, ANS99, IEE98, FIP00] recommend the use of trinomials
whenever possible. Pentanomials are recommended for flelds that cannot be deflned
by trinomials. Pentanomials exists for all the flelds GF (2™) for which m is greater

than or equal to four [ANS98].

Table 4.2: Time-area characteristics of GF (2™) squarers

Type Polynomial Area Time
support complexity | complexity

Bit-serial [BG89] | Arbitrary O(m) O(m)

Parallel [JSP98] | Arbitrary O(m?) o(1)

Parallel [Wu99] Fixed <rm 0o()

86



This work focuses on two squaring architectures. One architecture is based on
parallel squarers that support flxed irreducible polynomials, specifically trinomials
and pentanomials. These architectures are irregular and depend on the irreducible
polynomials.

The other squaring architecture is based on a new concept developed by the author
as part of the research work documented here. This new squaring architecture was
introduced in [OPOOb].

The new squaring architecture is based on the computation of squares using
least signiflcant bit/digit flrst bit-serial, digit-serial, or super-serial multipliers to-
gether with simple circuits that facilitate the computation of squares. This is a
regular squarer architecture that can be designed to be independent of irreducible
polynomials.

The description of each squarer architecture in the following sections includes
the following: description of the squaring method, description of the hardware ar-
chitecture, and a summary of the estimated complexity and performance for imple-
mentations using logic gates, generic gates, and FPGA logic. The complexity and

timing models used in this work are described in Appendix A.
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4.2 Adder

Equation (2.2) describes the addition of two GF (2™) fleld elements. The addition
of two GF (2™) fleld elements requires the modulo two addition of the coe—cients
of each of the input operands, where the modulo two additions can be performed
with XOR gates. A parallel adder requires m XOR gates and its critical path delay
is one XOR gate delay.

The super-serial multipliers operate on digits of the input operands. An arith-
metic unit based on a super-serial multiplier requires an adder that can add one
digit of each of its input operands. This operation can be fulfllled with a parallel
adder of D bits.

Table 4.3 summarizes the complexity and the critical path delay of GF(2™)
adders suitable for arithmetic units based on bit-serial or digit-serial multipliers,
which require m-bit adders, and for arithmetic units based on super-serial multipliers

that require D-bit adders.

Table 4.3: Complexity and critical path delay of GF (2™) adders

Technology | Complexity | Complexity | Critical path
m-bit adder | D-bit adder delay

Gates m XOR D XOR Tx
Generic gates m GG D GG Te
FPGA logic m LUT D LUT T
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4.3 Most Signiflcant Bit First Multiplier (MSB)

The MSB multiplier introduced in [STP86] computes the multiplication of two fleld
elements A and B according to Algorithm 4.3.1. This algorithm is based on the re-
cursive operation deflned by Equation (4.1), where C® represents the accumulated
value at iteration i and where C(iD) = 0. The multiplication result is C(™iY  Equa-
tion (4.2) defines the coe—cients of C® = P}*‘ziol c’fil in terms of the coe—cients

of A, B, CUiD and F (fi).

Algorithm 4.3 3: MSB multiplication algorithm
Inputs: A= 18" afi'

B = o Milp;fil

pPi=0 1"

C= RilcfiL=0

F(fiy=fim+ it fifil
Output: C = AB mod F (fi)
1. fori=0tom j1do

1.1 C = bm;1;iA + Cfi mod F(fi)

end for
c® = c}-)fil = Abm;1;i + CUTVfi mod F(fi) fori=0:m j 1. (4.1)
j=0
8
M — = brmi1zido + Cgii]i-l.)fo for j =0,
KR 4.2)

bmi1;idj + C}iiill) + cﬁ,iiilff,- forj=1:mj 1
4.3.1 Architecture

Figure 4.1 shows a block diagram of the MSB multiplier. From this flgure and
Equation (4.1) one can appreciate that the MSB multiplier incorporates three main
circuits: a scalar multiplier that computes Abny;1;i, @ multiply by fi circuit (for Cfi
computation), and a mod F (fi) circuit (for the reduction of Cfi). The distinction of

these three circuits is important for the understanding of the digit-serial multiplier
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architectures discussed later.

XX} D— cm_1 (i)

Figure 4.1: MSB multiplier

4.3.2 Complexity, Critical Path Delay, and Performance

Table 4.4 summarizes the logic complexity and the critical path delay of the MSB
multiplier for arbitrary, programmable, and flxed irreducible polynomial support.
The estimates in the table include the complexity of the m-bit shift register that
holds the B operand.

In Table 4.4, r represents the number of coe—cients of F(x) supported by the
multiplier for conflgurations that support flxed and programmable polynomials.

To highlight the complexity and the critical path delay behavior, only the most
signiflcant terms of the complexity and the critical path delay expressions are in-
cluded in the Table 4.4. Deflnitions of flxed, programmable, and arbitrary polyno-
mials are given in Section 4.1.1.

Estimates are provided for implementations with logic gates, generic gates, and
FPGA logic. The estimates for FPGA logic assume that the combinatorial functions
are implemented using binary trees. The estimates are based on the models intro-
duced in Appendix A. (Note that in Table 4.4 the acronym FF refers to ip- ops.)

Table 4.5 summarizes the latency and the throughput of the MSB multiplier.
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These parameters are normalized with respect to the period of a clock cycle. The
clock cycle period is inversely proportional to the critical path delay of the multiplier,

which is a function of the logic elements employed and of the irreducible polynomial

support.
Table 4.4: Complexity and critical path delay of MSB multiplier
Tech- Irreducible Complexity Critical path
nology polynomial delay
support
Gates Arbitrary 4m AND + m OR + 2m XOR + 4m FF Ta+2Tx
Programmable | (3m +r) AND+ m OR + (m +r) XOR
+ (3m+r) FF
Fixed 3m AND + m OR + (m +r) XOR 2Tx
+ 3m FF
Generic Arbitrary m GG + 4m FF 3T
gates | Programmable | (5m +2r) GG + (3m +r) FF
Fixed (Gm+r) GG + 3m FF 2T
FPGA Arbitrary (d4=(L j De+1)m LUT + 4m FF dlog, 5e T_
logic | Programmable | (d4=(L j l)er + (2m j r)) LUT
+ (3m+r) FF
Fixed (d3=(L § Der + 2m j r)) LUT dlog, 4e T_
+ 3m FF

Table 4.5: Performance of MSB multiplier

Attribute Performance
Latency (in # clocks) m
Throughput (in # operations/# clocks) 1=m
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4.4 Least Signiflcant Bit First Multiplier (LSB)

The LSB multiplier introduced in [YRT84] computes the fleld operation AB mod
F (fi)+C, where A, B, and C are fleld elements of the fleld GF (2™). This multiplier
computes this operation according to Algorithm 4.4.1. This algorithm is based on
the recursive operation deflned by Equations (4.3) and (4.4), where A® = Afi' mod
F (fi), C® represents the accumulated product at time i, and C(i® represents the
value of C at the beginning of the multiplication. The result of the multiplication
is CMid),

Equations (4.5) and (4.6) deflne the coe—cients of A® and C® in terms of the

coe—cients of AUiD B, CUiD and F(x).

Algorithm 4.4 1: LSB multiplication algorithm
Inputs: A = p:i?)l afi'
B = Lt bifil
_ Pl g
C= i=0 cif
F(fiy =fim+  MILffil
Output: C = AB mod F(fi) +C
1. fori=0tom j 1do
1.1C =hA+C
1.2 A = Afimod F (fi)

end for
c®= c}')fiJ =hA® + CcUiD for j=0:m j 1. (4.3)
=0
8
_ > . _
A(i)_')(l e _ A for i =0,
=" aPfil=_ (4.4)
j=0 - AUiDfimod F(fi) fori=1:mj 1.
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4.4.1 Architecture

Figure 4.2 shows a block diagram of the LSB multiplier. From this flgure and Equa-
tions (4.3) and (4.4) one can appreciate that the LSB multiplier incorporates three
main circuits: a scalar multiplier that computes b;A®, an Afi mod F (fi) circuit,

and an accumulator. The distinction of these three circuits is important for the

alit +aliPf; forj=lomjlandi=1::1mj L

understanding of the digit-serial multiplier architectures discussed later.

m-2

0 D_ a,® ceo L D_ a0

%

Q-

¢ oo c .0 c

m-3 m-2

Figure 4.2: LSB multiplier
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4.4.2 Complexity, Critical Path Delay, and Performance

Table 4.6 summarizes the logic complexity and the critical path delay of the LSB
multiplier for arbitrary, programmable, and flxed irreducible polynomial support.
The estimates in the table include the complexity of the m-bit shift register that
holds the B operand.

In Table 4.6, r represents the number of coe—cients of F(x) supported by the
multiplier for conflgurations that support fixed and programmable polynomials.

The estimates in Table 4.6 assume the existence of a 2:1 multiplexer at the input
of each of the registers that hold coe—cients of A® (these multiplexers are not
shown in Figure 4.2). These multiplexers are used to load the fleld element A into
the multiplier at the beginning of the multiplication.

To highlight the complexity and the critical path delay behavior, only the most
signiflcant terms of the complexity and the critical path delay expressions are in-
cluded in the Table 4.6.

Estimates are provided for implementations with logic gates, generic gates, and
FPGA logic. The estimates are based on the models introduced in Appendix A.

The estimates for FPGA logic assume that the combinatorial functions are imple-
mented using binary trees, including the 2:1 multiplexers and the logic surrounding
them. In other words, the logic required for the 2:1 multiplexers is merged with
the logic surrounding them. The FPGA complexity and critical path delay are then
determined for the merged combinatorial circuits.

Table 4.7 summarizes the latency and the throughput of the LSB multiplier.
These parameters are normalized with respect to the period of a clock cycle. The
clock cycle period is inversely proportional to the critical path delay of the multiplier,
which is a function of the logic elements employed and of the irreducible polynomial

support.
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Table 4.6: Complexity and critical path delay of LSB multiplier

Technology Irreducible Complexity Critical path
polynomial delay
support
Gates Arbitrary 6m AND + 2m OR + 2m XOR 2Ta+To +Tx
+ 4m FF
Programmable | (5m +r) AND + 2m OR +
(m+r) XOR + (3m+r) FF
Fixed 5m AND + 2m OR + (m+1r) XOR | Tao +To + Tx
+ 3m FF
Generic Arbitrary 10m GG + 4m FF 4T
gates Programmable | (8m +2r) GG + 3m +r) FF
Fixed (Bm+r) GG + 3m FF 3T
FPGA Arbitrary (d4=(L j De+2)m LUT + 4m FF dlog, 5e T_
logic Programmable | (d4=(L j Ler + (3m j r)) LUT
+ @Bm+r) FF
Fixed (d3=(L j Der + Bm j r)) LUT dlog, 4e T_

+3m FF

Table 4.7: Performance of LSB multiplier

Attribute Performance
Latency (in # clocks) m
Throughput (in # operations/# clocks) 1=m
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4.5 Most Signiflcant Digit First Multiplier (MSD)

The MSD multiplier introduced in [SP96, SP97] computes the multiplication of two
fleld elements A and B according to Algorithm 4.5.1. This algorithm is based on the
recursive operation deflned by Equation (4.7). In this equation, the fleld element
B is expressed in digit form. C® represents the accumulated product at time i for
i =0:dm=De j 1and C(iD = 0. The result of the multiplication is Cout, which is

deflned in Equation (4.8).

Algorithm 4.53: MSD multiplication algorithm

Inputs: A= _ Mitafil
I:>dm=De'l -Di
B= = Bifi®', where
Bi = }-Dziol bDi...jfij and bk,m =0.

c= DMilgfil=0
F(fiy=fim+ [DiLffil
Output: C = AB mod F (fi)
1. fori=0todm=De j 1 do
1.1 C = ABym=pe;1;i + (C mod F(fi))fiP
end for
2. C=C mod F(fi)

C® = ABymepej1;i + (CU1Y mod F(fi))fi° for i = 0::dm=De j 1 4.7)

Cout = CUM=Deil) mod F(fi) (4.8)

4.5.1 Architecture

Figure 4.3 shows a block diagram of the MSD multiplier introduced in [SP97]. In
this flgure, the notation x : y used in some of the interconnecting busses implies the

use of y busses of at most x bits each. For example, D busses of at most m bits
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connect the digit multiplication core to the accumulator.
The MSD multiplier is composed by the following circuits: digit multiplication

core, mod F(fi) 1, multiply by fiP, accumulator, and mod F (fi) 2 circuits.

A

]

Digit

Bro ¥ Muliplication
m/D -1

Core

ABrm/D-\-i-1 D+1:m

D:m
) 4
Accumulator | | Multiply by aP |

D+1: m?
m+D " C*Y mod F(a)
1

A

\ 2
mod F(a)
2

"‘¢ Cout
Cout = AB mod F(a)

Figure 4.3: MSD multiplier

In each clock cycle, the digit multiplication core computes a set of D scalar
products bp;A, bpi+1Afi, 111, bpi+p;1AfiP i, whose sum represents the scalar prod-
uct AB; as shown by Equation (4.9). The accumulator adds the scalar products

generated by the digit multiplication core thus computing AB;.

>t _
ABi - AbDi+jfiJ (49)
j=0
The mod F (fi) 1 circuit generates a set of scalar products whose sum represents
CUid) mod F(fi), where CUi1 js the content of the accumulator.
Equation (4.10) deflnes C4iD mod F(fi) for general irreducible polynomials

and Equation (4.11) deflnes it for optimum primitive polynomials.

The term optimum primitive polynomial was introduced in [SP96]. These are
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polynomials of the form F (x) = x’“+|:>}=O fix' wherem jt , D. These polynomials
simplify the mod F (fi) reduction operation as can be appreciated from Equation
(4.11).

Optimum primitive polynomials can be extensively used in cryptographic ap-
plications. The irreducible polynomials of prime degree ranging from 163 to 997
(m = 163:::997) that are recommended in [IEE98, FIP00, ANS98, ANS99] can
be classifled as optimum primitive polynomials for digit sizes of at least 40 bits
(D = 40).

The following discussion assumes the use of optimum primitive polynomials.
Additional information on this type of multiplier can be found in [SP96, SP97].

When using optimum primitive polynomials, the mod F (fi) 1 circuit generates

mijl

(ilgj i ain Pt iKYFid
j=o Cj ' fi! together with the scalar products c,\'(" = fifi*)fi! for

m-+j

the term
jJ =0:::D j 1. (Note that some of the coe—cients of the irreducible polynomial

could be zero.)

_ DR Ly IR
CODmod F(fi) - cPfil+( Vi) mod F(fi) (4.10)

i C}.,l)ﬁj _|_(ﬁm C(||l_)ﬁJ) mod F (fi)

m-+j
i=0 i=0
> (D] >t (iDg] > _J_ _
- ¢ '+ (e i) Tfil) mod F(fi)
j=0 j=0 j=0

- > B XK _
COiYmod F(fiy - o' "™fil +( (I ffifid) (4.11)

m-j
j=0 j=0 k=0

The multiply by fiP circuit multiplies the scalar products generated by the mod
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F (fi) 1 circuit by the constant fiP.

The accumulator adds the scalar products generated by the digit multiplication
core circuit together with the terms generated by the mod F (fi) 1 and the multiply
by fi® circuits. The result of the sum is C®, which is deflned in Equation (4.7).
This result is latched in the accumulator.

The accumulator adds D + 1 terms involving operands of m bits (D from the
digit multiplication core and one from the mod F (fi) 1 and the multiply by fi®
circuits) together with D operands involving operands of r bits (operands generated
by mod F(fi) 1 and the multiply by fiP circuits that involve coe—cients of the
irreducible polynomial).

When considering timing estimates, the expression P}D:‘ol cﬂi})(Ptk:O fi fiOfid in
Equation (4.11) can be rewritten as Ptkzo fk(F)}D:‘Ol cgiﬁ)fij)fik. The later expression
can be interpreted as the sum of t + 1 scalar products each requiring D bits. When
considering that cryptographic algorithms recommend the use of trinomials and
pentanomials, the latter expression can be interpreted as the sum of at most two D-
bit elements when using flxed trinomials or the sum of at most four D-bit elements
when using flxed pentanomials.

The mod F (fi) 2 circuit computes the reduction shown in Equation (4.8). This
circuit generates the same scalar products that the mod F (fi) 1 circuit generates
and in addition computes their sum. By using two mod F (fi) circuits, implemen-
tations of the MSD multiplier could realize lower critical path delays than what
would be possible with a single mod F (fi) circuit, because the terms generated by
the mod F (fi) 1 circuit, which are shifted by the multiply by fi® circuit, are added

together with the terms generated by the digit multiplication core in a tree structure.
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4.5.2 Complexity, Critical Path Delay, and Performance

Table 4.8 summarizes the complexity and the critical path delay of the MSD multi-
plier for programmable and flxed irreducible polynomial support. For programmable
irreducible polynomial support, the estimates assume the use of optimal primitive
polynomials.

In Table 4.8, r represents the number of coe—cients of F(x) supported by the
multiplier for conflgurations that support fixed and programmable polynomials.

The estimates in Table 4.8 include the complexity of the m-bit shift register that
holds the B operand.

To highlight the complexity and the critical path delay behavior, only the most
signiflcant terms of the complexity and the critical path delay expressions are in-
cluded in the Table 4.8.

Estimates are provided for implementations with logic gates, generic gates, and
FPGA logic. The estimates are based on the models introduced in Appendix A.

The estimates for FPGA logic assume the use of m+ D j 1 trees to generate the
coe—cients of C®. Of these trees, (D j 1)+ r include reduction terms generated by
the mod F (fi) 1 and the multiply by fi® circuits and m j r trees that do not include
reduction terms. In addition, the estimates assume the use of (D j 1) + r trees in
the mod F (fi) 2 circuit. These estimates assume the use of irreducible polynomials
of the following form: F(x) = x™ + P:j):”l fix' with f; & 0. In general, this need
not be the case, especially when using flxed trinomials and pentanomials. For these
later cases, r, which is used to represent the number of nonzero coe—cients of F (x)
minus one, is much lower than m and the results in the Table 4.8 provides a good
approximation of the complexity of the multiplier. In general, D will tend to be
much lower than m, which further increases the accuracy of the estimates in Table

4.8.
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The trees that include reduction terms are assumed to be implemented using
a variant of the GF (2) mult/add tree described in Appendix A. The number of
LUTSs required by each of these trees is determined by adding the efiective number
of inputs required to implement the GF (2) multiplications and the number of inputs
that need to be added to the outputs of the GF (2) multipliers. The total number
of inputs is used to determine the number of LUTs required using the binary tree
expressions derived in Appendix A.

Table 4.9 approximates the complexity and the critical path delay of the MSD
multiplier for implementations that satisfy the following conditions: m >> D >>
r. These conditions deflne MSD multipliers that exhibit large digit sizes and low
reduction overhead. The approximations in Table 4.9 highlight how the complexity
and the critical path delay scale as a function of the digit size.

Table 4.10 summarizes the latency and the throughput of the MSD multiplier.
These parameters are normalized with respect to the period of a clock cycle. The
clock cycle period is inversely proportional to the critical path delay of the multiplier,
which is a function of the logic elements employed and of the irreducible polynomial

support.
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Table 4.8: Complexity and critical path delay of MSD multiplier

Tech- | Irreducible Complexity Critical path
nology | polynomial delay
support
Gates Program- | (Dm+2m + 2Dr) AND + m OR + Ta+
mable (Dm +2Dr) XOR + Bm+ D +r) FF dlog, (D + 1+
Fixed (Dm +2m) AND + m OR + min(D;r))e Tx
(Dm +2Dr) XOR + (3m + D) FF
Generic | Program- | (2Dm +3m +4Dr) GG (dlog, (D + 1+
gates mable + @Bm+D+r) FF min(D;r))e+
Fixed (2Dm +3m +2Dr) GG + 1) Te
(B3m + D) FF
FPGA | Program- | [m + d2DZ=(L j 1)e(m jr) + dlog, (
logic mable d2Z(D + min(D;r))=(L j L)e(D +r) + 2z~
d(2Z min(D;r))=(L j 1)e(D +r)] LUT + | (D + min(D;r))
Bm+D+r) FF +1e T
Fixed [m + d2DZ=(L j 1)e(m jr) + dlog, (
d2DZ + min(D;r))=(L j )e(D +r) + 2Dz
d(min(D;r))=(L j 1)e(D +r)] LUT + +min(D;r)
(3m+ D) FF +1)e T
Table 4.9: Complexity and critical path delay of MSD multiplier for m >> D >>r
Tech- Irreducible Complexity Critical path
nology polynomial delay
support
Gates | Programmable | (Dm +2m) AND + m OR Ta+dlog, (D+r+1)e Tx
Fixed + Dm XOR + 3m FF
Generic | Programmable | 2Dm + 3m) GG + 3m FF (dlog, (D+r+1)e+1) Tg
gates Fixed
FPGA | Programmable | (d2DZ=(L j 1)e+1) m LUT | dlog, (2Z(D +r)+ 1)e T,
logic Fixed + 3m FF dlogp, 2DZ +r+1)eTL

Table 4.10: Performance of MSD multiplier

Attribute

Performance

Latency (in # clocks)

dm=De

Throughput (in # operations/# clocks)

1=dm=De
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